Workplace Monitoring Laws

There are no federal statutes which regulate private employers on broad workplace privacy issues;
however, federal laws do regulate specific aspects of privacy that arise during the employment
relationship. For example, the Federal Privacy Act restricts the collection of information and regulates
access to information for federal employees and covers private employers who have federal contracts
requiring specific recordkeeping obligations. The Federal Wiretapping Act/Electronic
Communications Privacy Act prohibits the intentional interception or disclosure of any wire, oral, or
electronic communication where there is a reasonable expectation of privacy. There are two exceptions:
(1) if one party to the communication has consented, electronic monitoring is allowed, and (2) a business
use exemption permits telephone extension equipment used to monitor communications within the
ordinary course of business. In addition to the federal privacy laws, many states have adopted
comparable statutes that may impact an employee monitoring program. A great number of states have
either wiretapping laws or statutes regulating employee monitoring, or both. As is normally the case, a
thorough review of relevant state law should precede the implementation of any policy that may appear to
impact employees' privacy interests.

To check whether there is pending legislative issues or recently enacted legislative changes for your
state(s) please click here.

To access additional SHRM State Law & Regulation Resources click here.

If a state does not appear on the following chart it is due to our not finding any evidence a statute exists

for that state.

In some cases provisions only exist for public employers.

Click the letter corresponding to the state name below.
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State Statute

Alabama 13A-11-31. Criminal eavesdropping. (a) A person commits the crime of criminal eavesdropping if
he intentionally uses any device to eavesdrop, whether or not he is present at the time. (b) Criminal
eavesdropping is a Class A misdemeanor.

Alaska 42.20.310. Eavesdropping. (a) A person may not (1) use an eavesdropping device to hear or record

all or any part of an oral conversation without the consent of a party to the conversation; (2) use or
divulge any information which the person knows or reasonably should know was obtained through the
illegal use of an eavesdropping device for personal benefit or another's benefit; (3) publish the
existence, contents, substance, purport, effect, or meaning of any conversation the person has heard
through the illegal use of an eavesdropping device; (4) divulge, or publish the existence, contents,
substance, purport, effect, or meaning of any conversation the person has become acquainted with
after the person knows or reasonably should know that the conversation and the information contained
in the conversation was obtained through the illegal use of an eavesdropping device. (b) In this
section "eavesdropping device" means any device capable of being used to hear or record oral
conversation whether the conversation is conducted in person, by telephone, or by any other means;
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provided that this definition does not include devices used for the restoration of the deaf or hard-of-
hearing to normal or partial hearing.

Arizona

13-3005. Interception of wire, electronic and oral communications; installation of pen register or
trap and trace device; classification; exceptions A. Except as provided in this section and section
13-3012, a person is guilty of a class 5 felony who either: 1. Intentionally intercepts a wire or
electronic communication to which he is not a party, or aids, authorizes, employs, procures or permits
another to so do, without the consent of either a sender or receiver thereof. 2. Intentionally intercepts
a conversation or discussion at which he is not present, or aids, authorizes, employs, procures or
permits another to so do, without the consent of a party to such conversation or discussion. 3.
Intentionally intercepts the deliberations of a jury or aids, authorizes, employs, procures or permits
another to so do. B. Except as provided in sections 13-3012 and 13-3017, a person who intentionally
and without lawful authority installs or uses a pen register or trap and trace device on the telephone
lines or communications facilities of another person which are utilized for wire or electronic
communication is guilty of a class 6 felony.

Arkansas

5-60-120. Interception and recording. (a) It is unlawful for a person to intercept a wire, landline,
oral,telephonic communication, or wireless communication, and to record or possess a recording of
the communication unless the person is a party to the communication or one (1) of the parties to the
communication has given prior consent to the interception and recording. (b) Any violation of this
section is a Class A misdemeanor. (c)(1) It is not unlawful for the act to be committed by a person
acting under the color of law. (2) It is an exception to the application of subsection (a) of this

section that an officer, employee, or agent of a public telephone utilityor company that is licensed by a
federal or state agency to provide wire or wireless telecommunication service to the public provides
information, facilities, or technical assistance to a person acting under the color of law to intercept a
wire, wireless, oral, or telephonic communication. (3) It is not unlawful under this section for an
operator of a switchboard, or an officer, employee, or agent of any public telephone utility or
telecommunications provider whose facilities are used in the transmission of a wire communication to
intercept, disclose, or use that communication in the normal course of his or her employment while
engaged in any activity which is a necessary incident to the rendition of his or her service or to the
protection of the rights or property of the telecommunications provider or public telephone utility of
the communication. (d) The provisions of this section do not apply to a: (1) Telecommunication
service offered by a telecommunications provider or public telephone utility; or (2) Federal
Communications Commission licensed amateur radio operator. (e) Nothing in this section shall be
interpreted to prohibit or restrict a Federal Communications Commission licensed amateur radio
operator or anyone operating a police scanner from intercepting a communication for pleasure. (f)
Consistent with the provisions of 18 U.S.C. § 2703, as it existed on January 1, 2003, the issuance of a
court order for disclosure of a customer communication or record to a governmental entity requiring
the information as part of an ongoing criminal investigation is not prohibited by the laws of this state.
(9) Consistent with the provisions of 18 U.S.C. 88 3122 — 3127, as they existed on January 1, 2003,
the issuance of a court order authorizing or approving the installation and use of a pen register or a
trap-and-trace device as part of an ongoing criminal investigation is not prohibited by the laws of this
state.

California

631 Penal--(a) Any person who, by means of any machine, instrument, or contrivance, or in any other
manner, intentionally taps, or makes any unauthorized connection, whether physically, electrically,
acoustically, inductively, or otherwise, with any telegraph or telephone wire, line, cable, or instrument,
including the wire, line, cable, or instrument of any internal telephonic communication system, or who
willfully and without the consent of all parties to the communication, or in any unauthorized manner,
reads, or attempts to read, or to learn the contents or meaning of any message, report, or
communication while the same is in transit or passing over any wire, line, or cable, or is being sent
from, or received at any place within this state; or who uses, or attempts to use, in any manner, or for
any purpose, or to communicate in any way, any information so obtained, or who aids, agrees with,
employs, or conspires with any person or persons to unlawfully do, or permit, or cause to be done any
of the acts or things mentioned above in this section, is punishable by a fine not exceeding two
thousand five hundred dollars ($2,500), or by imprisonment in the county jail not exceeding one year,
or by imprisonment in the state prison, or by both a fine and imprisonment in the county jail or in the
state prison. If the person has previously been convicted of a violation of this section or Section 632,
632.5, 632.6, 632.7, or 636, he or she is punishable by a fine not exceeding ten thousand dollars




($10,000), or by imprisonment in the county jail not exceeding one year, or by imprisonment in the
state prison, or by both a fine and imprisonment in the county jail or in the state prison. (b) This
section shall not apply (1) to any public utility engaged in the business of providing communications
services and facilities, or to the officers, employees or agents thereof, where the acts otherwise
prohibited herein are for the purpose of construction, maintenance, conduct or operation of the
services and facilities of the public utility, or (2) to the use of any instrument, equipment, facility, or
service furnished and used pursuant to the tariffs of a public utility, or (3) to any telephonic
communication system used for communication exclusively within a state, county, city and county, or
city correctional facility. (c) Except as proof in an action or prosecution for violation of this section,
no evidence obtained in violation of this section shall be admissible in any judicial, administrative,
legislative, or other proceeding.

435. Monitoring employees in restrooms, locker rooms or dressing rooms prohibited;
Exception—(a) No employer may cause an audio or video recording to be made of an employee in a
restroom, locker room, or room designated by an employer for changing clothes, unless authorized by
court order. (b) No recording made in violation of this section may be used by an employer for any
purpose. This section applies to a private or public employer, except the federal government. (c) A
violation of this section constitutes an infraction.

15 M.R.S.A. 8 710. Offenses 1. Interception, oral communications prohibited. Any person, other
than an employee of a common carrier as defined in this chapter, a law enforcement officer or an
investigative officer as defined in this chapter, carrying out practices otherwise permitted by this
chapter, who intentionally or knowingly intercepts, attempts to intercept or procures any other person
to intercept or attempt to intercept, any wire or oral communication is guilty of a Class C crime. 2.
Editing of tape recordings in judicial proceedings prohibited. Any person who knowingly or
intentionally edits, alters or tampers with any tape, transcription or other sound recording, or knows of
such editing, altering or tampering, and presents that recording in any judicial proceeding or
proceeding under oath, without fully indicating the nature of the changes made and the original state
of the recording, is guilty of a Class C crime. 3. Disclosure, or use of wire or oral communications
prohibited. A person is guilty of a Class C crime if he: A. Intentionally or knowingly discloses or
attempts to disclose to any person the contents of any wire or oral communication, knowing that the
information was obtained through interception; or B. Intentionally or knowingly uses or attempts to
use the contents of any wire or oral communication, knowing that the information was obtained
through interception. 4. Duty to report. Any communications common carrier shall promptly report
to the Attorney General any facts coming to its attention in the conduct of its business which may
indicate a possible violation of this section and such carrier shall adopt reasonable rules to assure
compliance with this subsection, provided such carrier shall not be liable to any person who may claim
an injury arising out of any such report, if made in good faith. Any person violating this subsection
shall be subject to a civil penalty not to exceed $5,000, payable to the State, to be recovered in a civil
action. 5. Possession of interception devices prohibited. A person, other than an employee of a
common carrier as defined in this chapter, a law enforcement officer or an investigative officer as
defined in this chapter, carrying out practices otherwise permitted by this chapter, who has in his
possession any device, contrivance, machine or apparatus designed or commonly used for intercepting
wire or oral communications defined in this chapter, is guilty of a Class C crime. 6. Sale of
interception devices prohibited. A person who sells, exchanges, delivers, barters, gives or furnishes
or possesses with an intent to sell any device, contrivance, machine or apparatus designed or
commonly used for the interception of wire or oral communications as defined in this chapter is guilty
of a Class B crime. This subsection shall not include devices manufactured under written contract for
sale to common carriers, law enforcement agencies and the Department of Corrections, provided that
the production of any such device shall not have commenced prior to the signing of the contract by
both parties.

Colorado

18-9-302. Wiretapping and eavesdropping devices prohibited — penalty. --Any person who
manufactures, buys, sells, or knowingly has in his possession any instrument, device, contrivance,
machine, or apparatus designed or commonly used for wiretapping or eavesdropping, as prohibited in
sections 18-9-303 and 18-9-304, with the intent to unlawfully use or employ or allow the same to be




so used or employed, or who knowingly aids, authorizes, agrees with, employs, permits, or conspires
with any person to unlawfully manufacture, buy, sell, or have the same in his possession is guilty of a
class 2 misdemeanor. Upon commission of a second or subsequent offense, any person committing the
same commits a class 5 felony.

Connecticut

53a-188. Tampering with private communications: Class A misdemeanor. (a) A person is guilty
of tampering with private communications when: (1) Knowing that he does not have the consent of the
sender or receiver, he obtains from an employee, officer or representative of a telephone or telegraph
corporation, by connivance, deception, intimidation or in any other manner, information with respect
to the contents or nature of a telephonic or telegraphic communication; or (2) knowing that he does not
have the consent of the sender or receiver, and being an employee, officer or representative of a
telephone or telegraph corporation, he knowingly divulges to another person the contents or nature of
a telephonic or telegraphic communication. (b) Tampering with private communications is a class A
misdemeanor.

52-570d. Action for illegal recording of private telephonic communications. (a) No person shall
use any instrument, device or equipment to record an oral private telephonic communication unless the
use of such instrument, device or equipment (1) is preceded by consent of all parties to the
communication and such prior consent either is obtained in writing or is part of, and obtained at the
start of, the recording, or (2) is preceded by verbal notification which is recorded at the beginning and
is part of the communication by the recording party, or (3) is accompanied by an automatic tone
warning device which automatically produces a distinct signal that is repeated at intervals of
approximately fifteen seconds during the communication while such instrument, device or equipment
is in use. (b) The provisions of subsection (a) of this section shall not apply to: (1) Any federal, state
or local criminal law enforcement official who in the lawful performance of his duties records
telephonic communications; (2) Any officer, employee or agent of a public or private safety agency, as
defined in section 28-25, who in the lawful performance of his duties records telephonic
communications of an emergency nature; (3) Any person who, as the recipient of a telephonic
communication which conveys threats of extortion, bodily harm or other unlawful requests or
demands, records such telephonic communication; (4) Any person who, as the recipient of a
telephonic communication which occurs repeatedly or at an extremely inconvenient hour, records such
telephonic communication; (5) Any officer, employee or agent of any communication common
carrier who in the lawful performance of his duties records telephonic communications or provides
facilities to an investigative officer or criminal law enforcement official authorized pursuant to chapter
959a to intercept a wire communication; (6) Any officer, employee or agent of a Federal
Communications Commission licensed broadcast station who records a telephonic communication
solely for broadcast over the air; (7) Any officer, employee or agent of the United States Secret
Service who records telephonic communications which concern the safety and security of the
President of the United States, members of his immediate family or the White House and its grounds;
and (8) Any officer, employee or agent of a Federal Communications Commission broadcast licensee
who records a telephonic communication as part of a broadcast network or cooperative programming
effort solely for broadcast over the air by a licensed broadcast station. (c) Any person aggrieved by a
violation of subsection (a) of this section may bring a civil action in the Superior Court to recover
damages, together with costs and a reasonable attorney's fee.

31-48b. Use of electronic surveillance devices by employers limited. Prohibition on recording
negotiations between employers and employees. (&) For purposes of this section, "employer" means
the owner or owners in the case of an unincorporated business, the partners in the case of a
partnership, the officers in the case of a corporation or in the case of the state, any town, city or
borough, or district, local or regional board of education, or housing authority or district department of
health, the chief executive officer thereof. (b) No employer or agent or representative of an employer
shall operate any electronic surveillance device or system, including but not limited to the recording of
sound or voice or a closed circuit television system, or any combination thereof, for the purpose of
recording or monitoring the activities of his employees in areas designed for the health or personal
comfort of the employees or for safeguarding of their possessions, such as rest rooms, locker rooms or
lounges. (c) Any employer, who violates any provision of subsection (b) of this section shall, for the
first offense, be fined five hundred dollars, for the second offense be fined one thousand dollars and




for the third and any subsequent offense be imprisoned thirty days. (d) No employer or his agent or
representative and no employee or his agent or representative shall intentionally overhear or record a
conversation or discussion pertaining to employment contract negotiations between the two parties, by
means of any instrument, device or equipment, unless such party has the consent of all parties to such
conversation or discussion. (e) Any employer or his agent or representative or any employee or his
agent or representative who violates any provision of subsection (d) of this section shall be fined one
thousand dollars or imprisoned one year, or both.

31-48d. Employers must give employees written notice prior to electronic monitoring; Exception
where criminal conduct suspect; Penalty for violations—(a) As used in this section (1) "Employer"
means any person, firm or corporation, including the state and any political subdivision of the state
which has employees; (2) "Employee” means any person who performs services for an employer in a
business of the employer, if the employer has the right to control and direct the person as to (A) the
result to be accomplished by the services, and (B) the details and means by which such result is
accomplished; and (3) "Electronic monitoring™ means the collection of information on an employer's
premises concerning employees' activities or communications by any means other than direct
observation, including the use of a computer, telephone, wire, radio, camera, electromagnetic,
photoelectronic or photo-optical systems, but not including the collection of information (A) for
security purposes in common areas of the employer's premises which are held out for use by the
public, or (B) which is prohibited under state or federal law. (b) (1) Except as provided in subdivision
(2) of this subsection, each employer who engages in any type of electronic monitoring shall give prior
written notice to all employees who may be affected, informing them of the types of monitoring which
may occur. Each employer shall post, in a conspicuous place which is readily available for viewing by
its employees, a notice concerning the types of electronic monitoring which the employer may engage
in. Such posting shall constitute such prior written notice. (2) When (A) an employer has reasonable
grounds to believe that employees are engaged in conduct which (i) violates the law, (ii) violates the
legal rights of the employer or the employer's employees, or (iii) creates a hostile workplace
environment, and (B) electronic monitoring may produce evidence of this misconduct, the employer
may conduct monitoring without giving prior written notice. (c) The Labor Commissioner may levy a
civil penalty against any person that the commissioner finds to be in violation of subsection (b) of this
section, after a hearing conducted in accordance with sections 4-176e to 4-184, inclusive, of the
general statutes. The maximum civil penalty shall be five hundred dollars for the first offense, one
thousand dollars for the second offense and three thousand dollars for the third and each subsequent
offense. (d) The provisions of this section shall not apply to a criminal investigation. Any information
obtained in the course of a criminal investigation through the use of electronic monitoring may be
used in a disciplinary proceeding against an employee.

31-48b. Electronic surveillance devices, Restricted use; Negotiations between employers and
employees not to be recorded unless there is consent—(a) For purposes of this section, "employer"
means the owner or owners in the case of an unincorporated business, the partners in the case of a
partnership, the officers in the case of a corporation or in the case of the state, any town, city or
borough, or district, local or regional board of education, or housing authority or district department of
health, the chief executive officer thereof. (b) No employer or agent or representative of an employer
shall operate any electronic surveillance device or system, including but not limited to the recording of
sound or voice or a closed circuit television system, or any combination thereof, for the purpose of
recording or monitoring the activities of his employees in areas designed for the health or personal
comfort of the employees or for safeguarding of their possessions, such as rest rooms, locker rooms or
lounges. (c) Any employer, who violates any provision of subsection (b) of this section shall, for the
first offense, be fined five hundred dollars, for the second offense be fined one thousand dollars and
for the third and any subsequent offense be imprisoned thirty days. (d) No employer or his agent or
representative and no employee or his agent or representative shall intentionally overhear or record a
conversation or discussion pertaining to employment contract negotiations between the two parties, by
means of any instrument, device or equipment, unless such party has the consent of all parties to such
conversation or discussion. (e) Any employer or his agent or representative or any employee or his
agent or representative who violates any provision of subsection (d) of this section shall be fined one
thousand dollars or imprisoned one year, or both.




Delaware

1335. Violation of privacy; class A misdemeanor; class G felony. (a) A person is guilty of violation
of privacy when, except as authorized by law, the person: (1) Trespasses on property intending to
subject anyone to eavesdropping or other surveillance in a private place; or (2) Installs in any private
place, without consent of the person or persons entitled to privacy there, any device for observing,
photographing, recording, amplifying or broadcasting sounds or events in that place; or (3) Installs or
uses outside a private place any device for hearing, recording, amplifying or broadcasting sounds
originating in that place which would not ordinarily be audible or comprehensible outside, without the
consent of the person or persons entitled to privacy there; or (4) Intercepts without the consent of all
parties thereto a message by telephone, telegraph, letter or other means of communicating privately,
including private conversation; or (5) Divulges without the consent of the sender and the receiver the
existence or contents of any message by telephone, telegraph, letter or other means of communicating
privately if the accused knows that the message was unlawfully intercepted or if the accused learned
of the message in the course of employment with an agency engaged in transmitting it. (6) Tape
records, photographs, films, videotapes or otherwise reproduces the image of another person who is
getting dressed or undressed or has his/her genitals, buttocks or her breasts exposed, without consent,
in any place where persons normally disrobe including but not limited to a fitting room, dressing
room, locker room or bathroom, where there is a reasonable expectation of privacy. This paragraph
shall not apply to any acts done by a parent or guardian inside of his or her dwelling, or upon his or
her real property, when a subject of victim of such acts is intended to be any child of such parent or
guardian who has not yet reached his or her eighteenth birthday and whose primary residence is in or
upon the dwelling or real property of the parent or guardian, unless the acts done by the parent or
guardian are intended to produce sexual gratification for any person in which case this paragraph shall
apply. (7) Secretly or surreptitiously videotapes, films, photographs or otherwise records another
person under or through his or her clothing for the purpose of viewing the body of or the
undergarments worn by that other person. (8) knowingly installs an electronic or mechanical location
tracking device in or on a motor vehicle without the consent of the registered owner, less or or lessee
of said vehicle. This paragraph shall not apply to the lawful use of an electronic tracking device by a
law enforcement officer, nor shall it apply to a parent or legal guardian who installs such a device for
the purpose of tracking the location of a minor child thereof. (b) This section does not apply to: (1)
Overhearing of messages through a regularly installed instrument on a telephone party line or an
extension or any other regularly installed instrument or equipment; or (2) Acts done by the telephone
company or subscribers incident to the enforcement of telephone company regulations or subscriber
rules relating to the use of facilities; or (3) Acts done by personnel of any telephone or telegraph
carrier in the performance of their duties in connection with the construction, maintenance or
operation of a telephone or telegraph system; or (4) The divulgence of the existence of any message
in response to a subpoena issued by a court of competent jurisdiction or a governmental body having
subpoena powers; or (5) Acts done by police officers as provided in 8§ 1336 [Repealed] and 1431 of
this title. (c) Any violation of subdivisions (a)(1), (a)(2), (a)(3), (a)(4) (a)(5), or (a)(8) of this section
shall be a class A misdemeanor. Any violation of subdivision (a)(6) or (a)(7) of this section shall be a
class G felony.

705. Monitoring of employees' telephone calls/transmissions, E-mail, and/or internet use;
“Employer” defined; Prior notification required; Applicability; Penalty for violations—(a) As
used in this section, "employer" includes any individual, corporation, partnership, firm, association,
and the State of Delaware or any agency or political subdivision thereof. (b) No employer, nor any
agent or any representative of any employer, shall monitor or otherwise intercept any telephone
conversation or transmission, electronic mail or transmission, or Internet access or usage of or by a
Delaware employee unless the employer either: (1) provides an electronic notice of such monitoring or
intercepting policies or activities to the employee at least once during each day the employee accesses
the employer provided E-mail or Internet access services; or (2) has first given a one-time notice to the
employee of such monitoring or intercepting activity or policies. The notice required by this
subsection (b)(2) shall be in writing, in an electronic record, or in another electronic form and
acknowledged by the employee either in writing or electronically. The notice required by this
subsection shall not apply to activities of any law enforcement officer acting under the order of a
Court issued pursuant to Chapter 24 of Title 11. (c) Whoever violates this section shall be subject to a
civil penalty of $100 for each such violation. A civil penalty claim may be filed in any court of




competent jurisdiction. (d) The provisions of this section shall not be deemed to be an exclusive
remedy and shall not otherwise limit or bar any person from pursuing any other remedies available
under any other law, state or federal statute, or the common law. The violations of this section by an
employer shall not be admitted into evidence for the purpose of, or used as, a defense to criminal
liability of any person in any Court in this State. (e) The provisions of this section shall not apply to
processes that are designed to manage the type or volume of incoming or outgoing electronic mail or
telephone voice mail or internet usage, that are not targeted to monitor or intercept the electronic mail
or telephone voice mail or internet usage of a particular individual, and that are performed solely for
the purpose of computer system maintenance and/or protection.

District of Columbia

23-542. Interception, disclosure, and use of wire or oral communications prohibited. (a) Except
as otherwise specifically provided in this subchapter, any person who in the District of Columbia (1)
willfully intercepts, endeavors to intercept, or procures any other person to intercept or endeavor to
intercept any wire or oral communication; (2) willfully discloses or endeavors to disclose to any other
person the contents of any wire or oral communication, or evidence derived therefrom, knowing or
having reason to know that the information was obtained through the interception of a wire or oral
communication; or (3) willfully uses or endeavors to use the contents of any wire or oral
communication, or evidence derived therefrom, knowing or having reason to know, that the
information was obtained through the interception of a wire or oral communication; shall be fined not
more than $10,000 or imprisoned not more than five years, or both; except that paragraphs (2) and (3)
of this subsection shall not apply to the contents of any wire or oral communication, or evidence
derived therefrom, that has become common knowledge or public information. (b) It shall not be
unlawful under this section for (1) an operator of a switchboard, or an officer, agent, or employee of a
communication common carrier, whose facilities are used in the transmission of a wire
communication, to intercept, disclose, or use that communication, in the normal course of his
employment while engaged in any activity which is a necessary incident to the rendering of his service
or to the protection of the rights or property of the carrier of such communication, or to provide
information, facilities, or technical assistance to an investigative or law enforcement officer who,
under this subchapter, is authorized to intercept a wire or oral communication, but no communication
common carrier shall utilize service observing or random monitoring except for mechanical or service
quality control checks; (2) a person acting under color of law to intercept a wire or oral
communication, where such person is a party to the communication, or where one of the parties to the
communication has given prior consent to such interception; or (3) a person not acting under color of
law to intercept a wire or oral communication, where such person is a party to the communication, or
where one of the parties to the communication has given prior consent to such interception, unless
such communication is intercepted for the purpose of committing any criminal or tortious act in
violation of the Constitution or laws of the United States, any State, or the District of Columbia, or for
the purpose of committing any other injurious act.

23-543. Possession, sale, distribution, manufacture, assembly, and advertising of wire or oral
communication intercepting devices prohibited. (a) Except as otherwise specifically provided in
subsection (b) of this section, any person who in the District of Columbia (1) willfully possesses, sells,
distributes, manufactures, or assembles an intercepting device, the design of which renders it primarily
useful for the purpose of the surreptitious interception of a wire or oral communication; or (2)
willfully places in any newspaper, magazine, handbill, or other publication any advertisement of (A)
any intercepting device, the design of which renders it primarily useful for the purpose of the
surreptitious interception of a wire or oral communication; or (B) any intercepting device where such
advertisement promotes the use of such device for the purpose of the surreptitious interception of a
wire or oral communication; shall be fined not more than $10,000 or imprisoned not more than five
years, or both. (b) It shall not be unlawful under this section for (1) a communication common carrier
or an officer, agent, or employee of, or a person under contract with a communication common carrier,
in the usual course of the communication common carrier's business; or (2) a person under contract
with the Government of the United States, a State or a political subdivision thereof, or the District of
Columbia, or an officer, agent, or employee of the Government of the United States, a State or a
political subdivision thereof, or the District of Columbia; to possess, sell, distribute, manufacture or
assemble, or advertise any intercepting device, while acting in furtherance of the appropriate activities
of the United States, a State or political subdivision thereof, the District of Columbia, or a




communication common carrier.

23-544. Confiscation of wire or oral communication intercepting devices. Any intercepting device
in the District of Columbia (1) possessed; (2) used; (3) sold; 4) distributed; or (5) manufactured or
assembled; in violation of section 23-542 or 23-543 may be seized and forfeited to the District of
Columbia. Insofar as applicable and not inconsistent with the provisions of this chapter, all provisions
of law relating to the seizure, summary and judicial forfeiture, and condemnation of property for
violation of the customs laws; the disposition of such property; the remission or mitigation of such
forfeitures; the compromise of claims; and the award of compensation to informers in respect of such
forfeitures shall apply to seizures and forfeitures incurred, or alleged to have been incurred, under the
provisions of this title; except that such duties as are imposed upon the customs officer or any other
person with respect to the seizure and forfeiture of property under the customs laws shall be performed
with respect to seizures and forfeitures of property under this section by such officers, agents or other
persons as may be authorized or designated for that purpose by the Mayor, except to the extent that
such duties arise from seizures and forfeitures effected by any customs officer. The proceeds from the
sale of any property forfeited under this section shall be deposited in the Treasury to the credit of the
general fund of the District of Columbia.

23-545. Immunity of witnesses--Repealed.

23-546. Applications for authorization or approval of interception of wire or oral
communications. (a) The United States attorney may authorize, in writing, any investigative or law
enforcement officer to make application to a court for an order authorizing the interception of wire or
oral communications. (b)The United States attorney may authorize, in writing, any investigative or
law enforcement officer to make application to a court for an order of approval of the previous
interception of any wire or oral communication, when the contents of such communication (1) relate
to an offense other than that specified in an order of authorization; (2) were intercepted in an
emergency situation; or (3) were intercepted in an emergency situation and relate to an offense other
than that contemplated at the time the interception was made. (c) An application for an order of
authorization (as provided in subsection (a) of this section) or of approval (as provided in paragraph
(2) of subsection (b) of this section) may be authorized only when the interception of wire or oral
communications may provide or has provided evidence of the commission of or a conspiracy to
commit any of the following offenses: (1) Any of the offenses specified in the Act entitled "An Act to
establish a code of law for the District of Columbia”, approved March 3, 1901. (2) Bribery as
specified in the Act of February 26, 1936 (D.C. Code, sec. 22-704). (3) Threats as specified in section
1501 of the Omnibus Crime Control and Safe Streets Act of 1968 (D.C. Code, secs. 22-5106, 22-
1810). (4) Offenses involving the manufacture, distribution, or possession with intent to manufacture
or distribute controlled substances as specified in sections 401 through 403 of the District of Columbia
Uniform Controlled Substances Act of 1981, effective August 5, 1981 (D.C. Code, secs. 48-904.01
through 48-904.03). (5) Any of the offenses specified in the District of Columbia Theft and White
Collar Crimes Act of 1982.

131 23-547. Procedure for authorization or approval of interception of wire or oral
communications. (a) Each application for an order authorizing or approving the interception of a wire
or oral communication shall be made in writing upon oath or affirmation to a judge and shall state the
applicant's authority to make the application. Each application shall include (1) the identity of the
investigative or law enforcement officer making the application, and the officer authorizing the
application; (2) a full and complete statement of the facts and circumstances relied upon by the
applicant to justify his belief that an order should be issued, including (A) details as to the particular
offense that has been, is being, or is about to be committed, (B) a particular description of the nature
and location of the facilities from which or the place where the communication is to be or was
intercepted, (C) a particular description of the type of communications sought to be or which were
intercepted, and (D) the identity of the person, if known, who committed, is committing, or is about to
commit the offense and whose communications are to be or were intercepted; (3) a full and complete
statement as to whether or not other investigative procedures have been tried and failed or why they
reasonably appear or appeared to be unlikely to succeed if tried or to be too dangerous; (4) a statement




of the period of time for which the interception is or was required to be maintained, and if the nature
of the investigation is or was such that the authorization for interception should not automatically
terminate or should not have automatically terminated when the described type of communication has
been or was first obtained, a particular description of facts establishing probable cause to believe that
additional communications of the same type will or would occur thereafter; (5) a full and complete
statement of the facts concerning all previous applications, known to the individual authorizing or
making the application, made to any judge for authorization to intercept, or for approval of
interceptions of, wire or oral communications involving any of the same persons, facilities, or places
specified in the application, and the action taken by the judge on each such application; and (6) where
the application is for the extension of an order, a statement setting forth the results thus far obtained
from the interception, or a reasonable explanation of the failure to obtain results. (b) The judge may
require the applicant to furnish additional testimony or documentary evidence in support of the
application. (c) Upon application the judge may enter an ex parte order, as requested or as modified,
authorizing or approving interception of wire or oral communications within the District of Columbia,
if the judge determines on the basis of the facts submitted by the applicant that (1) there is or was
probable cause for belief that the person whose communication is to be or was interpreted is or was
committing, has committed, or is about to commit a particular offense enumerated in section 23-546;
(2) there is or was probable cause for belief that particular communications concerning that offense
will or would be obtained through the interception; (3) normal investigative procedures have or would
have been tried and have or had failed or reasonably appear or appeared to be unlikely to succeed if
tried or to be too dangerous; and (4) there is or was probable cause for belief that the facilities from
which, or the place where, the wire or oral communications are to be or were intercepted were used,
are being used, or are about to be used, in connection with the commission of the offense, or are or
were leased to, listed in the name of, or commonly used by the person referred to in paragraph (1). (d)
If the facilities from which a wire communication is to be or was intercepted are or were being used
by, are or were about to be used by, or are or were leased to, listed in the name of, or commonly used
by, a licensed physician, a licensed attorney, or practicing clergyman, or if the place where an oral
communication is to be or was intercepted is or was a place used primarily for habitation by a spouses
or domestic partners, or primarily by a licensed physician, licensed attorney, or practicing clergyman
for his own professional purposes, no order authorizing or approving such interception may be issued
unless the court, in addition to the matters provided in subsection (c) of this section, determines that
(1) such facilities or place are or were being used or are or were about to be used in connection with
conspiratorial activities characteristic of organized crime; and (2) such interceptions will be so
conducted as to minimize or eliminate the number of interceptions of privileged wire or oral
communications between licensed physicians and patients, licensed attorneys and clients, practicing
clergymen and confidants, and spouses or domestic partners. No otherwise privileged wire or oral
communication intercepted in accordance with, or in violation of, the provisions of this subchapter
shall lose its privileged character. (e) Each order authorizing or approving the interception of any wire
or oral communication shall specify (1) the identity of the person, if known, or otherwise a particular
description of the person, if known, whose communications are to be or were intercepted; (2) the
nature and location of the communication facilities as to which, or the place where, authority to
intercept or any approval of interception is or was granted; (3) a particular description of the type of
communication sought to be or which was intercepted, and a statement of the particular offense to
which it relates; (4) the identity of the agency authorized to intercept or whose interception is
approved, and of the person authorizing the application; and (5) the period of time during or for which
the interception is authorized or approved, including a statement as to whether or not the interception
shall automatically terminate when the described communication has been first obtained. (f) An order
authorizing the interception of a wire or oral communication shall, upon request of the applicant,
direct that a communication common carrier, landlord, custodian, or other person shall furnish the
applicant forthwith all information, facilities, or technical assistance necessary to accomplish the
interception unobtrusively and with a minimum of interference with the services that such carrier,
landlord, custodian, or person is according the person whose communications are to be intercepted.
Any communication common carrier, landlord, custodian, or other person furnishing such facilities or
technical assistance shall be compensated therefore by the applicant at the prevailing rates. (g) No
order entered under this section may authorize or approve the interception of any wire or oral
communication for any period longer than is necessary to achieve the objective of the authorization,




nor in any event longer than thirty days. Extensions of an order may be granted, but only upon
application for an extension made in accordance with subsection (a) of this section and the court
making the findings required by subsection (c) of this section. The period of extension shall be no
longer than the authorizing judge deems necessary to achieve the purposes for which it was granted
and in no event for longer than thirty days. Every order and extension thereof shall contain a provision
that the authorization to intercept shall be executed as soon as practicable, shall be conducted in such a
way as to minimize or eliminate the interception of communications not otherwise subject to
interception under this subchapter, and must terminate upon attainment of the authorized objective, or
in any event in thirty days. (h) Whenever an order authorizing interception is entered pursuant to this
subchapter, the order may require reports to be made to the judge who issued the order showing what
progress has been made toward achievement of the authorized objective and the need for continued
interception. Reports shall be made at such intervals as the judge may require.

23-548. Additional procedure for approval of interception of wire or oral communications.

(a) Notwithstanding any other provision of this subchapter, any investigative or law enforcement
officer, specially designated by the United States attorney for the District of Columbia, who
reasonably determines that (1) an emergency situation exists with respect to conspiratorial activities
characteristic of organized crime that requires a wire or oral communication to be intercepted before
an order authorizing the interception can with due diligence be obtained, and (2) there are grounds
upon which an order could be entered under this subchapter to authorize interception, may intercept
the wire or oral communication if an application for an order approving the interception is initiated in
accordance with this section within twelve hours and is completed within seventy-two hours after the
interception has occurred, or begins to occur. In the absence of an order, the interception shall
immediately terminate when the communication sought is obtained or when the application for the
order is denied, whichever is earlier. In the event the application for approval is denied, or in any other
case where the interception is terminated without an order having been issued, the contents of any wire
or oral communication intercepted shall be treated as having been obtained in violation of this
subchapter, and an inventory shall be served as provided for in section 23-550 on the person named in
the application. (b) When an investigative or law enforcement officer, while engaged in intercepting
wire or oral communications in the manner authorized by this subchapter, intercepts wire or oral
communications relating either to offenses other than those specified in the order of authorization or to
offenses other than those offenses for which interception was made pursuant to subsection (a) of this
section, he shall make an application to a judge as soon as practicable for approval for disclosure and
use, in accordance with section 23-553, of the information intercepted.

Florida

934.03 Interception and disclosure of wire, oral, or electronic communications prohibited. — (1)
Except as otherwise specifically provided in this chapter, any person who: (a) Intentionally intercepts,
endeavors to intercept, or procures any other person to intercept or endeavor to intercept any wire,
oral, or electronic communication; (b) Intentionally uses, endeavors to use, or procures any other
person to use or endeavor to use any electronic, mechanical, or other device to intercept any oral
communication when: 1. Such device is affixed to, or otherwise transmits a signal through, a wire,
cable, or other like connection used in wire communication; or 2. Such device transmits
communications by radio or interferes with the transmission of such communication; (c) Intentionally
discloses, or endeavors to disclose, to any other person the contents of any wire, oral, or electronic
communication, knowing or having reason to know that the information was obtained through the
interception of a wire, oral, or electronic communication in violation of this subsection; (d)
Intentionally uses, or endeavors to use, the contents of any wire, oral, or electronic communication,
knowing or having reason to know that the information was obtained through the interception of a
wire, oral, or electronic communication in violation of this subsection; or (e) Intentionally discloses,
or endeavors to disclose, to any other person the contents of any wire, oral, or electronic
communication intercepted by means authorized by subparagraph (2)(a)2., paragraph (2)(b), paragraph
(2)(c), s. 934.07, or s. 934.09 when that person knows or has reason to know that the information was
obtained through the interception of such a communication in connection with a criminal
investigation, has obtained or received the information in connection with a criminal investigation, and
intends to improperly obstruct, impede, or interfere with a duly authorized criminal investigation; shall
be punished as provided in subsection (4). (2)(a)1. It is lawful under ss. 934.03-934.09 for an operator
of a switchboard, or an officer, employee, or agent of a provider of wire or electronic communication




service whose facilities are used in the transmission of a wire or electronic communication, to
intercept, disclose, or use that communication in the normal course of his or her employment while
engaged in any activity which is a necessary incident to the rendition of his or her service or to the
protection of the rights or property of the provider of that service, except that a provider of wire
communication service to the public shall not utilize service observing or random monitoring except
for mechanical or service quality control checks. 2. Notwithstanding any other law, a provider of wire,
oral, or electronic communication service, or an officer, employee, or agent thereof, or landlord,
custodian, or other person, may provide information, facilities, or technical assistance to a person
authorized by law to intercept wire, oral, or electronic communications if such provider, or an officer,
employee, or agent thereof, or landlord, custodian, or other person, has been provided with: a. A court
order directing such assistance signed by the authorizing judge; or b. A certification in writing by a
person specified in s. 934.09(7) that no warrant or court order is required by law, that all statutory
requirements have been met, and that the specified assistance is required, setting forth the period of
time during which the provision of the information, facilities, or technical assistance is authorized and
specifying the information, facilities, or technical assistance required. 3. A provider of wire, oral, or
electronic communication service, or an officer, employee, or agent thereof, or landlord, custodian, or
other person may not disclose the existence of any interception or the device used to accomplish the
interception with respect to which the person has been furnished an order under ss. 934.03-934.09,
except as may otherwise be required by legal process and then only after prior notice to the Governor,
the Attorney General, the statewide prosecutor, or a state attorney, as may be appropriate. Any such
disclosure renders such person liable for the civil damages provided under s. 934.10, and such person
may be prosecuted under s. 934.43. An action may not be brought against any provider of wire, oral,
or electronic communication service, or an officer, employee, or agent thereof, or landlord, custodian,
or other person for providing information, facilities, or assistance in accordance with the terms of a
court order under ss. 934.03-934.09. (b) It is lawful under ss. 934.03-934.09 for an officer, employee,
or agent of the Federal Communications Commission, in the normal course of his or her employment
and in discharge of the monitoring responsibilities exercised by the commission in the enforcement of
47 U.S.C. ch. 5, to intercept a wire, oral, or electronic communication transmitted by radio or to
disclose or use the information thereby obtained. (c) It is lawful under ss. 934.03-934.09 for an
investigative or law enforcement officer or a person acting under the direction of an investigative or
law enforcement officer to intercept a wire, oral, or electronic communication when such person is a
party to the communication or one of the parties to the communication has given prior consent to such
interception and the purpose of such interception is to obtain evidence of a criminal act. (d) Itis
lawful under ss. 934.03-934.09 for a person to intercept a wire, oral, or electronic communication
when all of the parties to the communication have given prior consent to such interception. (e) Itis
unlawful to intercept any wire, oral, or electronic communication for the purpose of committing any
criminal act. (f) It is lawful under ss. 934.03-934.09 for an employee of a telephone company to
intercept a wire communication for the sole purpose of tracing the origin of such communication when
the interception is requested by the recipient of the communication and the recipient alleges that the
communication is obscene, harassing, or threatening in nature. The individual conducting the
interception shall notify local police authorities within 48 hours after the time of the interception. (g)
It is lawful under ss. 934.03-934.09 for an employee of: 1. An ambulance service licensed pursuant to
s. 401.25, a fire station employing firefighters as defined by s. 633.30, a public utility as defined by
ss.[fn1] 365.01 and 366.02, a law enforcement agency as defined by s. 934.02(10), or any other entity
with published emergency telephone numbers; 2. An agency operating an emergency telephone
number "911" system established pursuant to s. 365.171; or 3. The central abuse hotline operated
pursuant to s. 39.201, to intercept and record incoming wire communications; however, such
employee may intercept and record incoming wire communications on designated 911" telephone
numbers and published nonemergency telephone numbers staffed by trained dispatchers at public
safety answering points only. It is also lawful for such employee to intercept and record outgoing wire
communications to the numbers from which such incoming wire communications were placed when
necessary to obtain information required to provide the emergency services being requested. (h) It
shall not be unlawful under ss. 934.03-934.09 for any person: 1. To intercept or access an electronic
communication made through an electronic communication system that is configured so that such
electronic communication is readily accessible to the general public. 2. To intercept any radio
communication which is transmitted: a. By any station for the use of the general public, or that relates




to ships, aircraft, vehicles, or persons in distress; b. By any governmental, law enforcement, civil
defense, private land mobile, or public safety communications system, including any police or fire
communications system, readily accessible to the general public; c. By a station operating on an
authorized frequency within the bands allocated to the amateur, citizens band, or general mobile radio
services; or d. By any marine or aeronautical communications system. 3. To engage in any conduct
which: a. Is prohibited by s. 633 of the Communications Act of 1934; or b. Is excepted from the
application of s. 705(a) of the Communications Act of 1934 by s. 705(b) of that act. 4. To intercept
any wire or electronic communication the transmission of which is causing harmful interference to any
lawfully operating station of consumer electronic equipment to the extent necessary to identify the
source of such interference. 5. To intercept, if such person is another user of the same frequency, any
radio communication that is not scrambled or encrypted made through a system that utilizes
frequencies monitored by individuals engaged in the provision or the use of such system. 6. To
intercept a satellite transmission that is not scrambled or encrypted and that is transmitted: a. To a
broadcasting station for purposes of retransmission to the general public; or b. As an audio subcarrier
intended for redistribution to facilities open to the public, but not including data transmissions or
telephone calls, when such interception is not for the purposes of direct or indirect commercial
advantage or private financial gain. 7. To intercept and privately view a private satellite video
communication that is not scrambled or encrypted or to intercept a radio communication that is
transmitted on frequencies allocated under subpart D of part 74 of the rules of the Federal
Communications Commission that is not scrambled or encrypted, if such interception is not for a
tortuous of advantage or private commercial gain. (i) It shall not be unlawful under ss. 934.03-934.09:
2. For a provider of electronic communication service to record the fact that a wire or electronic
communication was initiated or completed in order to protect such provider, another provider
furnishing service toward the completion of the wire or electronic communication, or a user of that
service, from fraudulent, unlawful, or abusive use of such service. (j) It is not unlawful under ss.
934.03-934.09 for a person acting under color of law to intercept the wire or electronic
communications of a computer trespasser which are transmitted to, through, or from a protected
computer if: 1. The owner or operator of the protected computer authorizes the interception of the
communications of the computer trespasser; 2. The person acting under color of law is lawfully
engaged in an investigation; 3. The person acting under color of law has reasonable grounds to believe
that the contents of the communications of the computer trespasser will be relevant to the
investigation; and 4. The interception does not acquire communications other than those transmitted
to, through, or from the computer trespasser. (3)(a) Except as provided in paragraph (b), a person or
entity providing an electronic communication service to the public shall not intentionally divulge the
contents of any communication while in transmission on that service to any person or entity other than
an addressee or intended recipient of such communication or an agent of such addressee or intended
recipient. (b) A person or entity providing electronic communication service to the public may divulge
the contents of any such communication: 1. As otherwise authorized in paragraph (2)(a) or s. 934.08;
2. With the lawful consent of the originator or any addressee or intended recipient of such
communication; 3. To a person employed or authorized, or whose facilities are used, to forward such
communication to its destination; or 4. Which were inadvertently obtained by the service provider and
which appear to pertain to the commission of a crime, if such divulgence is made to a law enforcement
agency. (4)(a) Except as provided in paragraph (b), whoever violates subsection (1) is guilty of a
felony of the third degree, punishable as provided in s. 775.082, s. 775.083, s. 775.084, or s. 934.41.
(b) If the offense is a first offense under paragraph (a) and is not for any tortious or illegal purpose or
for purposes of direct or indirect commercial advantage or private commercial gain, and the wire or
electronic communication with respect to which the offense under paragraph (a) was committed is a
radio communication that is not scrambled, encrypted, or transmitted using modulation techniques the
essential parameters of which have been withheld from the public with the intention of preserving the
privacy of such communication, then: 1. If the communication is not the radio portion of a cellular
telephone communication, a cordless telephone communication that is transmitted between the
cordless telephone handset and the base unit, a public land mobile radio service communication, or a
paging service communication, and the conduct is not that described in subparagraph (2)(h)7., the
person committing the offense is guilty of a misdemeanor of the first degree, punishable as provided in
S. 775.082 or s. 775.083. 2. If the communication is the radio portion of a cellular telephone
communication, a cordless telephone communication that is transmitted between the cordless




telephone handset and the base unit, a public land mobile radio service communication, or a paging
service communication, the person committing the offense is guilty of a misdemeanor of the second
degree, punishable as provided in s. 775.082 or s. 775.083.

Georgia

16-11-62. It shall be unlawful for: It shall be unlawful for: (1) Any person in a clandestine manner
intentionally to overhear, transmit, or record or attempt to overhear, transmit, or record the private
conversation of another which shall originate in any private place; (2) Any person, through the use of
any device, without the consent of all persons observed, to observe, photograph, or record the
activities of another which occur in any private place and out of public view; provided, however, that
it shall not be unlawful: (A) To use any device to observe, photograph, or record the activities of
persons incarcerated in any jail, correctional institution, or any other facility in which persons who are
charged with or who have been convicted of the commission of a crime are incarcerated, provided that
such equipment shall not be used while the prisoner is discussing his or her case with his or her
attorney; (B) For an owner or occupier of real property to use for security purposes, crime prevention,
or crime detection any device to observe, photograph, or record the activities of persons who are on
the property or an approach thereto in areas where there is no reasonable expectation of privacy; or
(C) To use for security purposes, crime prevention, or crime detection any device to observe,
photograph, or record the activities of persons who are within the curtilage of the residence of the
person using such device. A photograph, videotape, or record made in accordance with this
subparagraph, or a copy thereof, may be disclosed by such resident to the district attorney or a law
enforcement officer and shall be admissible in a judicial proceeding, without the consent of any person
observed, photographed, or recorded; (3) Any person to go on or about the premises of another or any
private place, except as otherwise provided by law, for the purpose of invading the privacy of others
by eavesdropping upon their conversations or secretly observing their activities; (4) Any person
intentionally and secretly to intercept by the use of any device, instrument, or apparatus the contents of
a message sent by telephone, telegraph, letter, or by any other means of private communication; (5)
Any person to divulge to any unauthorized person or authority the content or substance of any private
message intercepted lawfully in the manner provided for in Code Section 16-11-65; (6) Any person to
sell, give, or distribute, without legal authority, to any person or entity any photograph, videotape, or
record, or copies thereof, of the activities of another which occur in any private place and out of public
view without the consent of all persons observed; or (7) Any person to commit any other acts of a
nature similar to those set out in paragraphs (1) through (6) of this Code section which invade the
privacy of another.

Sec. 16-11-135(a) --Except as provided in this section, no private or public employer, including the
state and its political subdivisions, shall establish, maintain, or enforce any policy or rule that has the
effect of allowing such employer or its agents to search the locked privately owned vehicles of
employees or invited guests on the employer's parking lot and access thereto. (b)Except as provided in
this section, no private or public employer, including the state and its political subdivisions, shall
condition employment upon any agreement by a prospective employee that prohibits an employee
from entering the parking lot and access thereto when the employee's privately owned motor vehicle
contains a firearm that is locked out of sight within the trunk, glove box, or other enclosed
compartment or area within such privately owned motor vehicle, provided that any applicable
employees possess a Georgia firearms license. (c) (1)To searches by certified law enforcement
officers pursuant to valid search warrants or valid warrantless searches based upon probable cause
under exigent circumstances;(2)To vehicles owned or leased by an employer; (3)To any situation in
which a reasonable person would believe that accessing a locked vehicle of an employee is necessary
to prevent an immediate threat to human health, life, or safety; or (4)When an employee consents to a
search of their locked privately owned vehicle by licensed private security officers for loss prevention
purposes based on probable cause that the employee unlawfully possesses employer property.

(d) section 16-11-135(a) and (b) (just above) shall not apply--(1) To an employer providing applicable
employees with a secure parking area which restricts general public access through the use of a gate,
security station, security officers, or other similar means which limit public access into the parking
area, provided that any employer policy allowing vehicle searches upon entry shall be applicable to all
vehicles entering the property and applied on a uniform and frequent basis; (2) To any penal
institution, correctional institution, detention facility, diversion center, jail, or similar place of
confinement or confinement alternative; (3) To facilities associated with electric generation owned or




operated by a public utility; (4) To any United States Department of Defense contractor, if such
contractor operates any facility on or contiguous with a United States military base or installation or
within one mile of an airport; (5) To an employee who is restricted from carrying or possessing a
firearm on the employer's premises due to a completed or pending disciplinary action; (6) Where
transport of a firearm on the premises of the employer is prohibited by state or federal law or
regulation; (7) To parking lots contiguous to facilities providing natural gas transmission, liquid
petroleum transmission, water storage and supply, and law enforcement services determined to be so
vital to the State of Georgia, by a written determination of the Georgia Department of Homeland
Security, that the incapacity or destruction of such systems and assets would have a debilitating impact
on public health or safety; or (8) To any area used for parking on a temporary basis. No employer,
property owner, or property owner's agent shall be held liable in any criminal or civil action for
damages resulting from or arising out of an occurrence involving the transportation, storage,
possession, or use of a firearm, including, but not limited to, the theft of a firearm from an employee's
automobile, pursuant to this section unless such employer commits a criminal act involving the use of
a firearm or unless the employer knew that the person using such firearm would commit such criminal
act on the employer's premises. (e)Nothing contained in this section shall create a new duty on the part
of the employer, property owner, or property owner's agent. An employee at will shall have no greater
interest in employment created by this section and shall remain an employee at will. (f) In any action
relating to the enforcement of any right or obligation under this section, an employer, property owner,
or property owner's agent's efforts to comply with other applicable federal, state, or local safety laws,
regulations, guidelines, or ordinances shall be a complete defense to any employer, property owner, or
property owner's agent's liability. (g) In any action brought against an employer, employer's agent,
property owner, or property owner's agent relating to the criminal use of firearms in the workplace, the
plaintiff shall be liable for all legal costs of such employer, employer's agent, property owner, or
property owner's agent if such action is concluded in such employer, employer's agent, property
owner, or property owner's agent's favor. (h)This section shall not be construed so as to require an
employer, property owner, or property owner's agent to implement any additional security measures
for the protection of employees, customers, or other persons. Implementation of remedial security
measures to provide protection to employees, customers, or other persons shall not be admissible in
evidence to show prior negligence or breach of duty of an employer, property owner, or property
owner's agent in any action against such employer, its officers or shareholders, or property owners. (i)
All actions brought based upon a violation of Sec. 16-11-135(a) shall be brought exclusively by the
Attorney General. (j) In the event that Sec. 16-11-135(e) is declared or adjudged by any court to be
invalid or unconstitutional for any reason, the remaining portions of this section shall be invalid and of
no further force or effect. The General Assembly declares that it would not have enacted the remaining
provisions of this section if it had known that such portion hereof would be declared or adjudged
invalid or unconstitutional. (k)Nothing in this section shall restrict the rights of private property
owners or persons in legal control of property through a lease, a rental agreement, a contract, or any
other agreement to control access to such property. When a private property owner or person in legal
control of property through a lease, a rental agreement, a contract, or any other agreement is also an
employer, his or her rights as a private property owner or person in legal control of property shall
govern.

Hawaii

803-42. Interception, access, and disclosure of wire, oral, or electronic communications, use of
pen register, trap and trace device, and mobile tracking device prohibited. (a) Except as
otherwise specifically provided in this part, any person who: (1) Intentionally intercepts, endeavors to
intercept, or procures any other person to intercept or endeavor to intercept, any wire, oral, or
electronic communication; (2) Intentionally uses, endeavors to use, or procures any other person to
use or endeavor to use any electronic, mechanical, or other device to intercept any wire, oral, or
electronic communication when: (A) Such a device is affixed to, or otherwise transmits a signal
through, a wire, cable, or other similar connection used in wire communication; or (B) Such a device
transmits communications by radio, or interferes with the transmission of such communication; (3)
Intentionally discloses, or endeavors to disclose, to any other person the contents of any wire, oral, or
electronic communication, knowing or having reason to know that the information was obtained
through the interception of a wire, oral, or electronic communication in violation of this part; (4)
Intentionally uses, or endeavors to use, the contents of any wire, oral, or electronic communication,
knowing or having reason to know that the information was obtained through the interception of a




wire, oral, or electronic communication in violation of this part; (5)(A) Intentionally accesses without
authorization a facility through which an electronic communication service is provided; or (B)
Intentionally exceeds an authorization to access that facility; and thereby obtains, alters, or prevents
authorized access to a wire or electronic communication while it is in electronic storage; (6)
Intentionally discloses, or attempts to disclose, to any other person the contents of any wire, oral, or
electronic communication, intercepted by means authorized by subsection (b)(1), (2), or (3), or section
803-44 or 803-46; and (A) Either: (i) Knowing or having reason to know that the information was
obtained through the interception of the communication in connection with a criminal investigation; or
(i) Having obtained or received the information in connection with a criminal investigation; and (B)
With the intent to improperly obstruct, impede, or interfere with a duly authorized criminal
investigation[;] (7) Intentionally installs or uses a pen register or a trap and trace device without first
obtaining a court order; or (8) Intentionally installs or uses a mobile tracking device without first
obtaining a search warrant or other order authorizing the installation and use of such device, unless the
device is installed by or with consent of the owner of the property on which the device is installed;
shall be guilty of a class C felony. (b)(1) It shall not be unlawful under this part for an operator of a
switchboard, or an officer, employee, or agent of a provider of wire or electronic communication
services, whose facilities are used in the transmission of a wire communication, to intercept, disclose,
or use that communication in the normal course of the officer's, employee's, or agent's employment
while engaged in any activity that is either a necessary incident to the rendition of the officer's,
employee's, or agent's service or to the protection of the rights or property of the provider of that
service; provided that providers of wire communication service to the public shall not utilize service
observing or random monitoring except for mechanical or service quality control checks. (2) It shall
not be unlawful under this part for an officer, employee, or agent of the Federal Communications
Commission, in the normal course of the officer's, employee's, or agent's employment and in discharge
of the monitoring responsibilities exercised by the Commission in the enforcement of Title 47, chapter
5, of the United States Code, to intercept a wire or electronic communication, or oral communication
transmitted by radio, or to disclose or use the information thereby obtained. (3)(A) It shall not be
unlawful under this part for a person not acting under color of law to intercept a wire, oral, or
electronic communication when the person is a party to the communication or when one of the parties
to the communication has given prior consent to the interception unless the communication is
intercepted for the purpose of committing any criminal or tortious act in violation of the Constitution
or laws of the United States or of this State. (B) It shall not be unlawful for a person acting under
color of law to install in any private place, without consent of the person or persons entitled to privacy
therein, any device for recording, amplifying, or broadcasting sounds or events in that place, or use of
any such unauthorized installation, or installation or use outside a private place of such device to
intercept sounds originating in that place which would not ordinarily be audible or comprehensible
outside. (4) It shall not be unlawful under this part for a person acting under color of law to intercept a
wire, oral, or electronic communication, when the person is a party to the communication or one of the
parties to the communication has given prior consent to the interception. (5) It shall not be unlawful
under this part for any person to intercept a wire, oral, or electronic communication or to disclose or
use the contents of an intercepted communication, when such interception is pursuant to a valid court
order under this chapter or as otherwise authorized by law; provided that a communications provider
with knowledge of an interception of communications accomplished through the use of the
communications provider's facilities shall report the fact and duration of the interception to the
administrative director of the courts of this State. (6) Notwithstanding any other law to the contrary,
providers of wire or electronic communication service, their officers, employees, and agents,
landlords, custodians, or other persons, are authorized to provide information, facilities, or technical
assistance to persons authorized by law to intercept or access wire, oral, or electronic communications,
to conduct electronic surveillance, or to install a pen register or trap and trace device if such provider,
its officers, employees, or agents, landlord, custodian, or other specified person, has been provided
with: (A) A court order directing such assistance signed by the designated judge; or B) A certification
in writing from the Attorney General of the United States, the Deputy Attorney General of the United
States, the Associate Attorney General of the United States, the attorney general of the State of
Hawaii, or the prosecuting attorney for each county that no warrant or court order is required by law,
that all statutory requirements have been met, and that the specific assistance is required, setting forth
the period of time during which the providing of the information, facilities, or technical assistance is




authorized and specifying the information, facilities, or technical assistance required. No provider of
wire or electronic communication service, officer, employee, or agent thereof, or landlord, custodian,
or other specified person shall disclose the existence of any access, interception, or surveillance or the
device used to accomplish the interception or surveillance for which the person has been furnished a
court order or certification under this part, except as may otherwise be required by legal process and
then only after prior notification to the party that provided the court order or certification. No cause of
action shall lie in any court against any provider of wire or electronic communication service, its
officers, employees, or agents, landlord, custodian, or other specified person for providing
information, facilities, or assistance in accordance with the terms of a court order or certification under
this part. (7) It shall not be unlawful under this part for any person: (A) To intercept or access an
electronic communication made through an electronic communication system configured so that the
electronic communication is readily accessible to the general public. (B) To intercept any radio
communication that is transmitted: (i) By any station for the use of the general public, or that relates
to ships, aircraft, vehicles, or persons in distress; (ii) By any governmental, law enforcement, civil
defense, private land mobile, or public safety communications system, including police and fire,
readily accessible to the general public; (iii) By a station operating on an authorized frequency within
the bands allocated to the amateur, citizens band, or general mobile radio services; or (iv) By any
marine or aeronautical communications system. (C) To engage in any conduct that: (i) Is prohibited
by section 633 of the Communications Act of 1934(47 U.S.C. 8 553);or (ii) Is excepted from the
application of section 705(a) of the Communications Act of 1934 by section 705(b) of that Act (47
U.S.C. §605). (D) To intercept any wire or electronic communication the transmission of which is
causing harmful interference to any lawfully operating station or consumer electronic equipment to the
extent necessary to identify the source of the interference; (E) For other users of the same frequency
to intercept any radio communication made through a system that uses frequencies monitored by
individuals engaged in the providing or the use of the system, if the communication is not scrambled
or encrypted. (8) It shall not be unlawful under this part: (A) To use a pen register or a trap and trace
device as specified in this part. (B) For a provider of electronic communication service to record the
fact that a wire or electronic communication was initiated or completed in order to protect the
provider, another provider furnishing service toward the completion of the wire or electronic
communication, or a user of that service, from the fraudulent, unlawful, or abusive use of such service.
(C) For a provider of electronic or wire communication service to use a pen register or a trap and trace
device for purposes relating to the operation, maintenance, and testing of the wire or electronic
communication service or to the protection of the rights or property of the provider, or to the
protection of users of that service from abuse of service or unlawful use of service. (D) To use a pen
register or a trap and trace device where consent of the user of the service has been obtained. (9)
Good faith reliance upon a court order shall be a complete defense to any criminal prosecution for
illegal interception, disclosure, or use. (10) Except as provided in this section, a person or entity
providing an electronic communication service to the public shall not intentionally divulge the
contents of any communication (other than a communication to the person or entity or an agent
thereof) while in transmission on that service to any person or entity other than an addressee or
intended recipient of the communication or an agent of the addressee or intended recipient. (11) A
person or entity providing electronic communication service to the public may divulge the contents of
any such communication: (A) As otherwise authorized by a court order or under this part; (B) With
the lawful consent of the originator, addressee, or intended recipient of the communication; (C) To a
person employed or authorized, or whose facilities are used, to forward the communication to its
destination; or (D) That was inadvertently obtained by the service provider and that appears to pertain
to the commission of a crime, if divulged to a law enforcement agency.

Idaho

18-6702. Interception and disclosure of wire, electronic or oral communications prohibited. —
(1) Except as otherwise specifically provided in this chapter, any person shall be guilty of a felony and
is punishable by imprisonment in the state prison for a term not to exceed five (5) years or by a fine
not to exceed five thousand dollars ($5,000), or by both fine and imprisonment if that person: (a)
Willfully intercepts, endeavors to intercept, or procures any other person to intercept or endeavor to
intercept any wire, electronic or oral communication; or (b) Willfully uses, endeavors to use, or
procures any other person to use or endeavor to use any electronic, mechanical, or other device to
intercept any oral communication when: 1. Such device is affixed to, or otherwise transmits a signal
through, a wire, cable, or other like connection used in wire communication; or 2. Such device




transmits communications by radio or interferes with the transmission of such communication; or (c)
Willfully discloses, or endeavors to disclose, to any other person the contents of any wire, electronic
or oral communication, knowing or having reason to know that the information was obtained through
the interception of a wire, electronic or oral communication in violation of this subsection; or (d)
Willfully uses, or endeavors to use, the contents of any wire, electronic or oral communication,
knowing or having reason to know that the information was obtained through the interception of a
wire, electronic or oral communication in violation of this subsection; or (e) Intentionally discloses or
endeavors to disclose to any other person the contents of any wire, electronic or oral communication,
intercepted by means authorized by subsection (2)(b), (c), (f) or (g) of this section or by section 18-
6708, Idaho Code, if that person: (i) Knows or has reason to know that the information was obtained
through the interception of such communication in connection with a criminal investigation; and (ii)
Has obtained or received the information in connection with a criminal investigation with the intent to
improperly obstruct, impede or interfere with a duly authorized criminal investigation. (2)(a) It is
lawful under this chapter for an operator of a switchboard, or an officer, employee, or agent of a
provider of wire or electronic communication service whose facilities are used in the transmission of a
wire or electronic communication to intercept, disclose, or use that communication in the normal
course of his employment while engaged in any activity which is a necessary incident to the rendition
of his service or to the protection of the rights or property of the provider of that service, except that a
provider of wire communication service to the public shall not utilize service observing or random
monitoring except for mechanical or service quality control checks. (b) It is lawful under this chapter
for an officer, employee, or agent of the federal communications commission, in the normal course of
his employment and in discharge of the monitoring responsibilities exercised by the commission in the
enforcement of 47 U.S.C. ch. 5, to intercept a wire, electronic or oral communication transmitted by
radio or to disclose or use the information thereby obtained. (c) It is lawful under this chapter for a law
enforcement officer or a person acting under the direction of a law enforcement officer to intercept a
wire, electronic or oral communication when such person is a party to the communication or one (1) of
the parties to the communication has given prior consent to such interception. (d) It is lawful under
this chapter for a person to intercept a wire, electronic or oral communication when one (1) of the
parties to the communication has given prior consent to such interception. (e) It is unlawful to
intercept any communication for the purpose of committing any criminal act. (f) It is lawful under this
chapter for an employee of a telephone company to intercept a wire communication for the sole
purpose of tracing the origin of such communication when the interception is requested by an
appropriate law enforcement agency or the recipient of the communication and the recipient alleges
that the communication is obscene, harassing, or threatening in nature. (g) It is lawful under this
chapter for an employee of a law enforcement agency, fire department or ambulance service, while
acting in the scope of his employment, and while a party to the communication, to intercept and record
incoming wire or electronic communications. (h) It shall not be unlawful under this chapter for any
person: (i) To intercept or access an electronic communication made through an electronic
communication system that is configured so that such electronic communication is readily accessible
to the general public; (ii) To intercept any radio communication that is transmitted: (A) By any station
for the use of the general public, or that relates to ships, aircraft, vehicles or persons in distress; (B) By
any governmental, law enforcement, civil defense, private land mobile or public safety
communications system, including police and fire, readily accessible to the public; (C) By a station
operating on an authorized frequency within the bands allocated to the amateur, citizens band or
general mobile radio services; or (D) By any marine or aeronautical communication system; (iii) To
engage in any conduct that: (A) Is prohibited by 47 U.S.C. § 553 (federal communications act of
1934); or (B) Is excepted from the application of 47 U.S.C. § 605 (federal communications act of
1934); (iv) To intercept any wire or electronic communication, the transmission of which is causing
harmful interference to any lawfully operating station or consumer electronic equipment to the extent
it is necessary to identify the source of such interference; or (v) For other users of the same frequency
to intercept any radio communication, if such communication is not scrambled or encrypted, made
through a system that utilizes frequencies monitored by individuals engaged in the provision or the use
of such system. (i) It shall be lawful under this chapter for a provider of electronic communication
service to record the fact that a wire or electronic communication was initiated or completed in order
to protect such provider, another provider furnishing service toward the completion of the wire or
electronic communication or a user of that service from the fraudulent, unlawful or abusive use of
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such service. (3)(a) Except as provided in subsection (3)(b) of this section, a person or entity providing
an electronic communication service to the public shall not intentionally divulge the contents of any
communication other than to such person or entity or an agent thereof while in transmission on that
service, to any person or entity other than an addressee or intended recipient of such communication or
an agent of such addressee or intended recipient. (b) A person or entity providing electronic
communication service to the public may divulge the contents of any such communication: (i) As
otherwise authorized in section 18-6707, Idaho Code, or subsection (2)(a) of this section; (ii) With the
lawful consent of the originator or any addressee or intended recipient of such communication; (iii) To
a person employed or authorized, or whose facilities are used, to forward such communication to its
destination; or (iv) If such contents were inadvertently obtained by the service provider and appear to
pertain to the commission of a crime, if such divulgence is made to a law enforcement agency.

E.O. 2001-12. Executive Order No. 2001-12, Statewide policy on state employee use of the
computer, the Internet, & electronic mail; Monitoring—ESTABLISHING STATEWIDE
POLICIES ON COMPUTER, THE INTERNET AND ELECTRONIC MAIL USAGE BY
STATE EMPLOYEES REPEALING AND REPLACING EXECUTIVE ORDER NO. 98-05
WHEREAS, computers, the Internet and electronic mail are powerful research, communication,
commerce and time-saving tools that are made available to state employees; and WHEREAS, use of
this efficient and effective communication tool is critical but, like any tools, computers, the Internet
and electronic mail have the potential to be used for inappropriate purposes; and WHEREAS,
perceptions are important and state employees must constantly be aware of how their actions are
perceived by the public; NOW, THEREFORE, I, DIRK KEMPTHORNE, Governor of the State of
Idaho, by the authority vested in me under the Constitution and laws of this state do hereby order as
follows: The following statewide policies on computer, the Internet and electronic mail usage shall be
observed by all state employees: 1. Users of the Internet and electronic mail are to comply with all
appropriate laws, regulations and generally accepted Internet etiquette. 2. Primary purpose of the
Internet and electronic mail is to conduct official business. Occasionally, employees may use the
Internet and electronic mail for individual, nonpolitical purposes on their personal time, if such use
does not violate the terms and conditions of this policy. Use of the Internet and electronic mail offers
employees an opportunity to develop research and communication skills valuable to the effectiveness
and efficiency of our state government. 3. Users should identify themselves properly when using the
Internet and electronic mail, conduct themselves professionally, as representatives of Idaho State
Government, and be aware that their activities reflect on the reputation and integrity of all state
employees. 4. Each user is individually responsible for the content of any communication sent over or
placed on the Internet and electronic mail. 5. All employees have a responsibility to ensure a
respectful workplace. State equipment must not be used to visit Internet sites that contain
pornographic or sexually explicit information, pictures, or cartoons. 6. Exceptions to this executive
order are only allowed when preapproved in writing by appointing authorities and deemed necessary
for official state business, research or investigatory work. 7. THE FOLLOWING ACTIONS ARE
PROHIBITED. IT IS UNACCEPTABLE FOR EMPLOYEES TO: a) Knowingly or intentionally
publish, display, transmit, retrieve or store inappropriate or offensive material on any department
computer system; b) Create or distribute defamatory, false, inaccurate, abusive, threatening, racially
offensive or otherwise biased, discriminatory or illegal material; ¢) View or distribute obscene,
pornographic, profane, or sexually oriented material; d) Violate laws, rules, and regulations
prohibiting sexual harassment; €) Encourage the use of controlled substances or for criminal or illegal
purposes; f) Engage in any unauthorized activities for personal financial gain; g) Place advertisements
for commercial enterprises, including but not limited to, goods, services or property; h) Download,
disseminate, store or print materials including articles and software, in violation of copyright laws; i)
Violate or infringe on the rights of others; j) Conduct business unauthorized by the department; k)
Restrict or inhibit other users from using the system or the efficiency of the computer systems; I)
Cause congestion or disruption of networks or systems, including distribution of chain letters; m)
Transmit incendiary statements, which might incite violence or describe or promote the use of
weapons; n) Conduct political activity; 0) Use the system for any illegal purpose. 8. Disregard for the
policies or other improper use of the Internet may result in cancellation of a persons access and/or
disciplinary action, up to and including dismissal. 9. Internet and electronic mail may be subject to
monitoring. 10. The above policies are the minimum standards for usage of computers, the Internet




and electronic mail. Individual state agencies may implement more restrictive policies as long as those
policies are consistent with those developed by the Governor's Information Technology Resource
Management Council (ITRMC).

Illinois

5/14-1.Definitions.—(a) Eavesdropping device. An eavesdropping device is any device capable of
being used to hear or record oral conversation whether such conversation is conducted in person, by
telephone, or by any other means; Provided, however, that this definition shall not include devices
used for the restoration of the deaf or hard-of-hearing to normal or partial hearing. (b) Eavesdropper.
An eavesdropper is any person, including law enforcement officers, who operates or participates in the
operation of any eavesdropping device contrary to the provisions of this Article. (c) Principal. A
principal is any person who:(1) Knowingly employs another who illegally uses an eavesdropping
device in the course of such employment; or (2) Knowingly derives any benefit or information from
the illegal use of an eavesdropping device by another; or (3) Directs another to use an eavesdropping
device illegally on his behalf. (d) Conversation. For the purposes of this Article, the term conversation
means any oral communication between 2 or more persons regardless of whether one or more of the
parties intended their communication to be of a private nature under circumstances justifying that
expectation.

5/14-2. Acts considered “Eavesdropping”—A person commits eavesdropping when he: (a) Uses an
eavesdropping device to hear or record all or any part of any conversation unless he does so (1) with
the consent of all of the parties to such conversation or (2) in accordance with Article 108A or Article
108B of the "Code of Criminal Procedure of 1963", approved August 14, 1963, as amended; or (b)
Uses or divulges, except as authorized by this Article or by Article 108A or 108B of the "Code of
Criminal Procedure of 1963", approved August 14, 1963, as amended, any information which he
knows or reasonably should know was obtained through the use of an eavesdropping device. (c) Itis
an affirmative defense to a charge brought under this Article relating to the interception of a privileged
communication that the person charged: 1. was a law enforcement officer acting pursuant to an order
of interception, entered pursuant to Section 108A-1 or 108B-5 of the Code of Criminal Procedure of
1963; and 2. at the time the communication was intercepted, the officer was unaware that the
communication was privileged; and 3. stopped the interception within a reasonable time after
discovering that the communication was privileged; and 4. did not disclose the contents of the
communication.

5/14-3. Eavesdropping/monitoring activities allowed in the course of certain employments,
broadcasts, communications; Telephone marketing research or solicitations; Notice to
employees of monitoring—The following activities shall be exempt from the provisions of this
Article: (a) Listening to radio, wireless and television communications of any sort where the same are
publicly made; (b) Hearing conversation when heard by employees of any common carrier by wire
incidental to the normal course of their employment in the operation, maintenance or repair of the
equipment of such common carrier by wire so long as no information obtained thereby is used or
divulged by the hearer; (c) Any broadcast by radio, television or otherwise whether it be a broadcast or
recorded for the purpose of later broadcasts of any function where the public is in attendance and the
conversations are overheard incidental to the main purpose for which such broadcasts are then being
made; (d) Recording or listening with the aid of any device to any emergency communication made in
the normal course of operations by any federal, state or local law enforcement agency or institutions
dealing in emergency services, including, but not limited to, hospitals, clinics, ambulance services, fire
fighting agencies, any public utility, emergency repair facility, civilian defense establishment or
military installation; (e) Recording the proceedings of any meeting required to be open by the Open
Meetings Act, as amended; and (f) Recording or listening with the aid of any device to incoming
telephone calls of phone lines publicly listed or advertised as consumer "hotlines" by manufacturers or
retailers of food and drug products. Such recordings must be destroyed, erased or turned over to local
law enforcement authorities within 24 hours from the time of such recording and shall not be
otherwise disseminated. Failure on the part of the individual or business operating any such recording
or listening device to comply with the requirements of this subsection shall eliminate any civil or
criminal immunity conferred upon that individual or business by the operation of this Section. (g)
With prior notification to the State's Attorney of the county in which it is to occur, recording or
listening with the aid of any device to any conversation where a law enforcement officer, or any




person acting at the direction of law enforcement, is a party to the conversation and has consented to it
being intercepted or recorded under circumstances where the use of the device is necessary for the
protection of the law enforcement officer or any person acting at the direction of law enforcement, in
the course of an investigation of a forcible felony, a felony violation of the Illinois Controlled
Substances Act, a felony violation of the Cannabis Control Act, or any "streetgang related"” or "gang-
related" felony as those terms are defined in the Illinois Streetgang Terrorism Omnibus Prevention
Act. Any recording or evidence derived as the result of this exemption shall be inadmissible in any
proceeding, criminal, civil or administrative, except (i) where a party to the conversation suffers great
bodily injury or is killed during such conversation, or (ii) when used as direct impeachment of a
witness concerning matters contained in the interception or recording. The Director of the Department
of State Police shall issue regulations as are necessary concerning the use of devices, retention of tape
recordings, and reports regarding their use. (h) Recordings made simultaneously with a video
recording of an oral conversation between a peace officer, who has identified his or her office, and a
person stopped for an investigation of an offense under the Illinois Vehicle Code. (i) Recording of a
conversation made by or at the request of a person, not a law enforcement officer or agent of a law
enforcement officer, who is a party to the conversation, under reasonable suspicion that another party
to the conversation is committing, is about to commit, or has committed a criminal offense against the
person or a member of his or her immediate household, and there is reason to believe that evidence of
the criminal offense may be obtained by the recording. (j) The use of a telephone monitoring device
by either (1) a corporation or other business entity engaged in marketing or opinion research or (2) a
corporation or other business entity engaged in telephone solicitation, as defined in this subsection, to
record or listen to oral telephone solicitation conversations or marketing or opinion research
conversations by an employee of the corporation or other business entity when: (i) the monitoring is
used for the purpose of service quality control of marketing or opinion research or telephone
solicitation, the education or training of employees or contractors engaged in marketing or opinion
research or telephone solicitation, or internal research related to marketing or opinion research or
telephone solicitation; and (ii) the monitoring is used with the consent of at least one person who is an
active party to the marketing or opinion research conversation or telephone solicitation conversation
being monitored. No communication or conversation or any part, portion, or aspect of the
communication or conversation made, acquired, or obtained, directly or indirectly, under this
exemption (j), may be, directly or indirectly, furnished to any law enforcement officer, agency, or
official for any purpose or used in any inquiry or investigation, or used, directly or indirectly, in any
administrative, judicial, or other proceeding, or divulged to any third party. When recording or
listening authorized by this subsection (j) on telephone lines used for marketing or opinion research or
telephone solicitation purposes results in recording or listening to a conversation that does not relate to
marketing or opinion research or telephone solicitation; the person recording or listening shall,
immediately upon determining that the conversation does not relate to marketing or opinion research
or telephone solicitation, terminate the recording or listening and destroy any such recording as soon
as is practicable. Business entities that use a telephone monitoring or telephone recording system
pursuant to this exemption (j) shall provide current and prospective employees with notice that the
monitoring or recordings may occur during the course of their employment. The notice shall include
prominent signage notification within the workplace. Business entities that use a telephone
monitoring or telephone recording system pursuant to this exemption (j) shall provide their employees
or agents with access to personal-only telephone lines which may be pay telephones, that are not
subject to telephone monitoring or telephone recording. For the purposes of this subsection (j),
"telephone solicitation" means a communication through the use of a telephone by live operators: (i)
soliciting the sale of goods or services; (ii) receiving orders for the sale of goods or services; (iii)
assisting in the use of goods or services; or (iv) engaging in the solicitation, administration, or
collection of bank or retail credit accounts. For the purposes of this subsection (j), "marketing or
opinion research™ means a marketing or opinion research interview conducted by a live telephone
interviewer engaged by a corporation or other business entity whose principal business is the design,
conduct, and analysis of polls and surveys measuring the opinions, attitudes, and responses of
respondents toward products and services, or social or political issues, or both.

5/14-3A. Law enforcement recordings; Interception of private conversations; Recordkeeping—
(a) Any private oral communication intercepted in accordance with subsection (g) of Section 14-3




shall, if practicable, be recorded by tape or other comparable method. The recording shall, if
practicable, be done in such a way as will protect it from editing or other alteration. During an
interception, the interception shall be carried out by a law enforcement officer, and the officer shall
keep a signed, written record, including: (1) The day and hours of interception or recording; (2) The
time and duration of each intercepted communication; (3) The parties, if known, to each intercepted
communication; and (4) A summary of the contents of each intercepted communication. (b) Both the
written record of the interception or recording and any and all recordings of the interception or
recording shall immediately be inventoried and shall be maintained where the chief law enforcement
officer of the county in which the interception or recording occurred directs. The written records of the
interception or recording conducted under subsection (g) of Section 14-3 shall not be destroyed except
upon an order of a court of competent jurisdiction and in any event shall be kept for 10 years.

5/14-3B. Law enforcement recordings; Interception of private conversations; Notice of;
Deadlines—(a) Within a reasonable time, but not later than 60 days after the termination of the
investigation for which the interception or recording was conducted, or immediately upon the
initiation of criminal proceedings, the person who was the subject of an interception or recording
under subsection (g) of Section 14-3 shall be served with an inventory that shall include: (1) Notice to
any person who was the subject of the interception or recording; (2) Notice of any interception or
recording if the defendant was arrested or indicted or otherwise charged as a result of the interception
of his or her private oral communication; (3) The date of the interception or recording; (4) The period
of interception or recording; and (5) Notice of whether during the period of interception or recording
devices were or were not used to overhear and record various conversations and whether or not the
conversations are recorded. (b) A court of competent jurisdiction, upon filing of a motion, may in its
discretion make available to those persons or their attorneys for inspection those portions of the
intercepted communications as the court determines to be in the interest of justice.

5/14-4, Eavesdropping violations as felonies—Eavesdropping, for a first offense, is a Class 4 felony,
and, for a second or subsequent offense, is a Class 3felony.

5/14-5. Eavesdropping violations; Admissibility of evidence—Any evidence obtained in violation
of this Article is not admissible in any civil or criminal trial, or any administrative or legislative
inquiry or proceeding, nor in any grand jury proceedings; provided, however, that so much of the
contents of an alleged unlawfully intercepted, overheard or recorded conversation as is clearly
relevant, as determined as a matter of law by the court in chambers, to the proof of such allegation
may be admitted into evidence in any criminal trial or grand jury proceeding brought against any
person charged with violating any provision of this Article.

5/14-6. Eavesdropping violations; Civil remedies—(1) Any or all parties to any conversation upon
which eavesdropping is practiced contrary to this Article shall be entitled to the following remedies:
() To an injunction by the circuit court prohibiting further eavesdropping by the eavesdropper and by
or on behalf of his principal, or either; (b) To all actual damages against the eavesdropper or his
principal or both; (c) To any punitive damages which may be awarded by the court or by a jury; (d) To
all actual damages against any landlord, owner or building operator, or any common carrier by wire
who aids, abets, or knowingly permits the eavesdropping concerned; () To any punitive damages
which may be awarded by the court or by a jury against any landlord, owner or building operator, or
common carrier by wire who aids, abets, or knowingly permits the eavesdropping concerned. (2) No
cause of action shall lie in any court against any common carrier by wire or its officers, agents or
employees for providing information, assistance or facilities in accordance with the terms of a court
order entered under Article 108A of the Code of Criminal Procedure of 1963.

5/14-7. Eavesdropping; Common carriers to assist in detection of eavesdropping at subscriber's
request—Subject to regulation by the Illinois Commerce Commission, any common carrier by wire
shall, upon request of any subscriber and upon responsible offer to pay the reasonable cost thereof,
furnish whatever services may be within its command for the purpose of detecting any eavesdropping
involving its wires which are used by said subscriber. All such requests by subscribers shall be kept
confidential unless divulgence is authorized in writing by the requesting subscriber.




5/14-8. Eavesdropping; Discovery of eavesdropping devices; Notice of illegal device; Fine for
violation—Any agent, officer or employee of a private investigative agency or nongovernmental
corporation, or of a common carrier by wire, or any individual, who discovers any physical evidence
of an eavesdropping device being used which such person does not know to be a legal eavesdropping
device shall, within a reasonable time after such discovery disclose the existence of such
eavesdropping device to the State's Attorney of the county where such device was found. The State's
Attorney shall within a reasonable time notify the person or persons apparently being eavesdropped
upon of the existence of that device if the device is illegal. A violation of this Section is a Business
Offense for which a fine shall be imposed not to exceed $500.

5/14-9. Eavesdropping; Discovery of eavesdropping device by common carrier; Notice to State's
Attorney, subscribers; Fine for violation—Any agent, officer or employee of any common carrier
by wire who discovers any physical evidence of an eavesdropping device which such person does not
know to be a legal eavesdropping device shall, within a reasonable time after such discovery, disclose
the existence of the eavesdropping device to the State's Attorney of the County where such device was
found. The State's Attorney shall within a reasonable time notify the person or persons apparently
being eavesdropped upon of the existence of that device if the device is illegal. A violation of this
Section is a Business Offense for which a fine shall be imposed not to exceed $500.

5/26-4. Unauthorized video recording; Recording or transmitting a live video of another person
without that person’s consent in a restroom, tanning bed, tanning salon, locker room, changing
room or hotel bedroom prohibited; Exceptions; Violation as a felony offense—Unauthorized
video recording and live video transmission. (a) It is unlawful for any person to knowingly make a
video record or transmit live video of another person without that person's consent in a restroom,
tanning bed, tanning salon, locker room, changing room, or hotel bedroom . (a-5) It is unlawful for
any person to knowingly make a video record or transmit live video of another person in that other
person's residence without that person's consent. (a-10) It is unlawful for any person to knowingly
make a video record or transmit live video of another person under or through the clothing worn by
that other person for the purpose of viewing the body of or the undergarments worn by that other
person without that person's consent. (a-15) It is unlawful for any person to place or cause to be
placed a device that makes a video record or transmits a live video in a restroom, tanning bed, tanning
salon, locker room, changing room, or hotel bedroom with the intent to make a video record or
transmit live video of another person without that person's consent. (a-20) It is unlawful for any
person to place or cause to be placed a device that makes a video record or transmits a live video with
the intent to make a video record or transmit live video of another person in that other person's
residence without that person's consent. (a-25) It is unlawful for any person to, by any means,
knowingly disseminate, or permit to be disseminated, a video record or live video that he or she knows
to have been made or transmitted in violation of (a), (a-5), (a-10), (a-15), or (a-20). (b) Exemptions.
The following activities shall be exempt from the provisions of this Section: (1) The making of a video
record or transmission of live video by law enforcement officers pursuant to a criminal investigation,
which is otherwise lawful; (2) The making of a video record or transmission of live video by
correctional officials for security reasons or for investigation of alleged misconduct involving a person
committed to the Department of Corrections. (3) The making of a video record or transmission of live
video in a locker room by a reporter or news medium, as those terms are defined in Section 8-902 of
the Code of Civil Procedure, where the reporter or news medium has been granted access to the locker
room by an appropriate authority for the purpose of conducting interviews. (c) The provisions of this
Section do not apply to any sound recording or transmission of an oral conversation made as the result
of the making of a video record or transmission of live video, and to which Article 14 of this Code
applies. (d) Sentence. (1) A violation of subsection (a-10), (a-15), or (a-20) is a Class A
misdemeanor. (2) A violation of subsection (a) or (a-5) is a Class 4 felony. (3) A violation of
subsection (a-25) is a Class 3 felony. (4) A violation of subsection (a), (a-5), (a-10), (a-15) or (a-20) is
a Class 3 felony if the victim is a person under 18 years of age or if the violation is committed by an
individual who is required to register as a sex offender under the Sex Offender Registration Act. (5) A
violation of subsection (a-25) is a Class 2 felony if the victim is a person under 18 years of age or if
the violation is committed by an individual who is required to register as a sex offender under the Sex




Offender Registration Act. (e) For purposes of this Section, "video record" means and includes any
videotape, photograph, film, or other electronic or digital recording of a still or moving visual image;
and "live video™" means and includes any real-time or contemporaneous electronic or digital
transmission of a still or moving visual image.

Indiana

35-33.5-1-1 This article does not apply to the ordinary course of.... This article does not apply to
the ordinary course of business pertaining to the operation of a business entity that provides or
facilitates electronic communications in accordance with the business entity's tariffs.

lowa

727.8 Electronic and mechanical eavesdropping. Any person, having no right or authority to do so,
who taps into or connects a listening or recording device to any telephone or other communication
wire, or who by any electronic or mechanical means listens to, records, or otherwise intercepts a
conversation or communication of any kind, commits a serious misdemeanor; provided, that the
sender or recipient of a message or one who is openly present and participating in or listening to a
communication shall not be prohibited hereby from recording such message or communication; and
further provided, that nothing herein shall restrict the use of any radio or television receiver to receive
any communication transmitted by radio or wireless signal.

Kansas

21-4001. Eavesdropping. (a) Eavesdropping is knowingly and without lawful authority: (1) Entering
into a private place with intent to listen surreptitiously to private conversations or to observe the
personal conduct of any other person or persons therein; (2) installing or using outside a private place
any device for hearing, recording, amplifying or broadcasting sounds originating in such place, which
sounds would not ordinarily be audible or comprehensible outside, without the consent of the person
or persons entitled to privacy therein; (3) installing or using any device or equipment for the
interception of any telephone, telegraph or other wire communication without the consent of the
person in possession or control of the facilities for such wire communication; or (4) installing or using
a concealed camcorder, motion picture camera or photographic camera of any type, to secretly
videotape, film, photograph or record by electronic means, another, identifiable person under or
through the clothing being worn by that other person or another, identifiable person who is nude or in
a state of undress, for the purpose of viewing the body of, or the undergarments worn by, that other
person, without the consent or knowledge of that other person, with the intent to invade the privacy of
that other person, under circumstances in which the other person has a reasonable expectation of
privacy. (b) A "private place" within the meaning of this section is a place where one may reasonably
expect to be safe from uninvited intrusion or surveillance, but does not include a place to which the
public has lawful access. (c) It shall not be unlawful for an operator of a switchboard, or any officer,
employee, or agent of any public utility providing telephone communications service, whose facilities
are used in the transmission of a communication, to intercept, disclose or use that communication in
the normal course of employment while engaged in any activity which is incident to the rendition of
public utility service or to the protection of the rights of property of such public utility. (d)
Eavesdropping is a class A nonperson misdemeanor.

21-4002. Breach of privacy. (a) Breach of privacy is knowingly and without lawful authority: (1)
Intercepting, without the consent of the sender or receiver, a message by telephone, telegraph, letter or
other means of private communication; or (2) Divulging, without the consent of the sender or receiver,
the existence or contents of such message if such person knows that the message was illegally
intercepted, or if such person illegally learned of the message in the course of employment with an
agency in transmitting it. (b) Subsection (a)(1) shall not apply to messages overheard through a
regularly installed instrument on a telephone party line or on an extension. (c) Breach of privacy is a
class A nonperson misdemeanor.

22-2514. Authorized interception of wire, oral or electronic communications; definitions. This act
shall be a part of and supplemental to the code of criminal procedure. As used in this act: (1) "Wire
communication" means any aural transfer made in whole or in part through the use of facilities for the
transmission of communications by the aid of wire, cable or other like connection between the point of
origin and the point of reception, including the use of such connection in a switching station, furnished
or operated by any person engaged in providing or operating such facilities for the transmission of
intrastate, interstate or foreign communications. Wire communication shall include any electronic
storage of such communication; (2) "oral communication" means any oral communication uttered by a




person exhibiting an expectation that such communication is not subject to interception under
circumstances justifying such expectation, but such term does not include any electronic
communication; (3) "intercept” means the aural or other acquisition of the contents of any wire, oral or
electronic communication through the use of any electronic, mechanical or other device; (4) "persons”
means any individual, partnership, association, joint stock company, trust or corporation, including
any official, employee or agent of the United States or any state or any political subdivision thereof;
(5) "investigative or law enforcement officer” means any law enforcement officer who is empowered
by the law of this state to conduct investigations of or to make arrests for offenses enumerated in this
act, including any attorney authorized by law to prosecute or participate in the prosecution of such
offenses and agents of the United States federal bureau of investigation, drug enforcement
administration, marshals service, secret service, treasury department, customs service, justice
department and internal revenue service; (6) "contents” when used with respect to any wire, oral or
electronic communication, includes any information concerning the substance, purport or meaning of
such communication; (7) "aggrieved person" means a person who was a party to any intercepted wire,
oral or electronic communication or a person against whom the interception was directed; (8) "judge
of competent jurisdiction™ means a justice of the supreme court, a judge of the court of appeals or any
district judge but does not include a district magistrate judge; (9) "electronic, mechanical or other
device" means any device or apparatus which can be used to intercept a wire, oral or electronic
communication other than: (a) Any telephone or telegraph instrument, equipment or facility, or any
component thereof, (i) furnished to the subscriber or user by a provider of wire or electronic
communication service in the ordinary course of its business and being used by the subscriber or user
in the ordinary course of its business or furnished by such subscriber or user for connection to the
facilities of such service and used in the ordinary course of its business or (ii) being used by a provider
of wire or electronic communication service in the ordinary course of its business, or by an
investigative or law enforcement officer in the ordinary course of the officer's duties; or (b) a hearing
aid or similar device being used to correct subnormal hearing to not better than normal; (10)
"communication common carrier" means common carrier, as defined by section 153(h) of title 47 of
the United States Code; (11) "electronic communication™ means any transfer of signs, signals, writing,
images, sounds, data or intelligence of any nature transmitted in whole or in part by a wire, radio,
electromagnetic, photoelectronic or photo-optical system but does not include: (a) Any wire or oral
communication; (b) any communication made through a tone-only paging device; or (c) any
communication from a tracking device, as defined in section 3117, chapter 205 of title 18, United
States Code; (12) "user" means any person or entity who: (a) Uses an electronic communication
service; and (b) is duly authorized by the provider of such service to engage in such use; (13)
"electronic communications system" means any wire, radio, electromagnetic, photo-optical or
photoelectronic facilities for the transmission of electronic communications, and any computer
facilities or related electronic equipment for the electronic storage of such communications; (14)
"electronic communication service" means any service which provides to users thereof the ability to
send or receive wire or electronic communications; (15) "readily accessible to the general public"
means, with respect to a radio communication, that such communication is not: (a) Scrambled or
encrypted; (b) transmitted using modulation techniques whose essential parameters have been
withheld from the public with the intention of preserving the privacy of such communication; (c)
carried on a subcarrier or other signal subsidiary to a radio transmission; (d) transmitted over a
communication system provided by a common carrier, unless the communication is a tone-only
paging system communication; or (€) transmitted on frequencies allocated under part 25, subpart D, E
or F of part 74, or part 94 of the rules of the federal communications commission, unless, in the case
of a communication transmitted on a frequency allocated under part 74 that is not exclusively
allocated to broadcast auxiliary services, the communication is a two-way voice communication by
radio; (16) "electronic storage" means: (a) Any temporary, intermediate storage of a wire or electronic
communication incidental to the electronic transmission thereof; and (b) any storage of such
communication by an electronic communication service for purposes of backup protection of such
communication; and (17) "aural transfer" means a transfer containing the human voice at any point
between and including the point of origin and the point of reception.

Kentucky

526.010. Definition. The following definition applies in this chapter, unless the context otherwise
requires: "Eavesdrop" means to overhear, record, amplify or transmit any part of a wire or oral
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communication of others without the consent of at least one party thereto by means of any electronic,
mechanical or other device.

526.020 Eavesdropping. (1) A person is guilty of eavesdropping when he intentionally uses any
device to eavesdrop, whether or not he is present at the time. (2) Eavesdropping is a Class D felony.

526.030 Installing eavesdropping device. (1) A person is guilty of installing an eavesdropping
device when he intentionally installs or places such a device in any place with the knowledge that it is
to be used for eavesdropping. (2) Installing an eavesdropping device is a Class D felony.

526.040 Possession of eavesdropping device. (1) A person is guilty of possession of an
eavesdropping device when he possesses any electronic, mechanical or other device designed or
commonly used for eavesdropping with intent to use that device to eavesdrop or knowing that another
intends to use that device to eavesdrop. (2) Possession of an eavesdropping device is a Class A
misdemeanor.

526.050 Tampering with private communications. (1) A person is guilty of tampering with private
communications when knowing that he does not have the consent of the sender or receiver, he
unlawfully: (a) Opens or reads a sealed letter or other sealed private communication; or (b) Obtains in
any manner from an employee, officer or representative of a communications common carrier
information with respect to the contents or nature of a communication. (2) The provisions of this
section do not apply to the censoring of sealed letters or sealed communications for security purposes
in official detention or penal facilities. (3) Tampering with private communications is a Class A
misdemeanor.

526.060 Divulging illegally obtained information. (1) A person is guilty of divulging illegally
obtained information when he knowingly uses or divulges information obtained through
eavesdropping or tampering with private communications or learned in the course of employment with
a communications common carrier engaged in transmitting the message. (2) Divulging illegally
obtained information is a Class A misdemeanor.

526.070 Eavesdropping -- Exceptions.

A person is not guilty under this chapter when he: (1) Inadvertently overhears the communication
through a regularly installed telephone party line or on a telephone extension but does not divulge it;
or (2) Is an employee of a communications common carrier who, while acting in the course of his
employment, intercepts, discloses or uses a communication transmitted through the facilities of his
employer for a purpose which is a necessary incident to the rendition of the service or to the protection
of the rights or the property of the carrier of such communication, provided however that
communications common carriers shall not utilize service observing or random monitoring except for
mechanical or service quality control checks.

Louisiana

15:1303. Interception and disclosure of wire, electronic, or oral communications A. Except as
otherwise specifically provided in this Chapter, it shall be unlawful for any person to: (1) Willfully
intercept, endeavor to intercept, or procure any other person to intercept or endeavor to intercept, any
wire or oral communication; (2) Willfully use, endeavor to use, or procure any other person to use or
endeavor to use, any electronic, mechanical, or other device to intercept any oral communication
when: (a) Such device is affixed to, or otherwise transmits a signal through, a wire, cable, or other like
connection used in wire communication; or (b) Such device transmits communications by radio or
interferes with the transmission of such communication; (3) Willfully disclose, or endeavor to
disclose, to any other person the contents of any wire or oral communication, knowing or having
reason to know that the information was obtained through the interception of a wire or oral
communication in violation of this Subsection; or (4) Willfully use, or endeavor to use, the contents of
any wire or oral communication, knowing or having reason to know that the information was obtained
through the interception of a wire or oral communication in violation of this Subsection. B. Any
person who violates the provisions of this Section shall be fined not more than ten thousand dollars
and imprisoned for not less than two years nor more than ten years at hard labor. C. (1) It shall not be
unlawful under this Chapter for an operator of a switchboard, or any officer, employee, or agent of any
communications common carrier, whose facilities are used in the transmission of a wire




communication, to intercept, disclose, or use that communication in the normal course of his
employment while engaged in any activity which is a necessary incident to the rendition of his service
or to the protection of the rights or property of the carrier of such communication; however, such
communications common carriers shall not utilize service observing or random monitoring, except for
mechanical or service quality control checks. (2) It shall not be unlawful under this Chapter for an
officer, employee, or agent of the Federal Communications Commission, in the normal course of his
employment and in discharge of the monitoring responsibilities exercised by the commission in the
enforcement of Chapter 5 of Title 47 of the United States Code, to intercept a wire communication, or
oral communication transmitted by radio, or to disclose or use the information thereby obtained. (3) It
shall not be unlawful under this Chapter for a person acting under color of law to intercept a wire or
oral communication, where such person is a party to the communication or one of the parties to the
communication has given prior consent to such interception. Such a person acting under color of law
is authorized to possess equipment used under such circumstances. (4) It shall not be unlawful under
this Chapter for a person not acting under color of law to intercept a wire or oral communication
where such person is a party to the communication or where one of the parties to the communication
has given prior consent to such interception, unless such communication is intercepted for the purpose
of committing any criminal or tortious act in violation of the constitution or laws of the United States
or of the state or for the purpose of committing any other injurious act. (5) It shall not be unlawful
under this Chapter: (a) For the ultimate receiver of wire or electronic communication, or an
investigative or law enforcement officer to use a pen register or trap and trace device as provided in
Part 111 of this Chapter. (b) For a provider of electronic communication services to record the fact that
a wire or electronic communication was initiated or completed in order to protect such provider, or
another provider furnishing service toward the completion of the wire or electronic communication, or
a user of that service, from fraudulent, unlawful, or abusive use of such service. (c) To use a device
which captures the incoming electronic or other impulses which identify the numbers of an instrument
from which a wire communication was transmitted. (6) A person or entity providing electronic
communication services to the public shall not intentionally divulge the contents of any
communication while in transmission of that service to any person or entity other than an addressee or
intended recipient of such communication or an agent of such addressee or intended recipient except:
(a) As otherwise authorized by federal or state law. (b) To a person employed or authorized, or whose
facilities are used, to forward such communication to its destination. (c) Any electronic
communication inadvertently obtained by the service provider and which appears to pertain to the
commission of a crime, if such divulgence is made to a law enforcement agency. (7) It shall not be
unlawful under this Chapter for an officer or investigator of a law enforcement agency to intercept,
conduct, use, or disclose electronic, wire, or oral communications obtained during a hostage situation
or situation involving a barricaded individual. For the purposes of this Section, "hostage situation"
means any situation which involves the unlawful abduction or restraint of one or more individuals
with intent to restrict their freedom. For the purposes of this Section, "barricaded individual” means
any situation that involves the use of a residence, or other structure, belonging to another to seek
refuge from law enforcement after attempting or committing a crime or threatening suicide. D. (1)
Any investigative or law enforcement officer who, by any means authorized by this Chapter, has
obtained knowledge of the contents of any wire, oral, or electronic communication, or evidence
derived therefrom, may disclose the contents to another investigative or law enforcement officer to the
extent that the disclosure is appropriate to the proper performance of the official duties of the officer
making or receiving the disclosure. (2) Any investigative or law enforcement officer who, by any
means authorized by this Chapter, has obtained knowledge of the contents of any wire, oral, or
electronic communication or evidence derived therefrom may use the contents to the extent the use is
appropriate to the proper performance of his official duties. (3) Any person who has received, by any
means authorized by this Chapter, any information concerning a wire, oral, or electronic
communication, or evidence derived therefrom intercepted in accordance with the provisions of this
Chapter may disclose the contents of that communication or such derivative evidence while giving
testimony under oath or affirmation in any proceeding held under the authority of the United States or
of any state or political subdivision thereof. (4) No otherwise privileged wire, oral, or electronic
communication intercepted in accordance with, or in violation of, the provisions of this Chapter shall
lose its privileged character. E. Upon receipt of the information or evidence sought by the interception,




the interception shall cease.

15:1313. Pen registers and trap and trace devices, use prohibited A. Except as provided in this
Section, no person may install or use a pen register or a trap and trace device without first obtaining a
court order under R.S. 15:1315 of this Part. B. The prohibition of this Section does not apply with
respect to the use of a pen register or a trap and trace device by a provider of a wire or electronic
communication service: (1) Relating to the operation, maintenance, and testing of a wire or electronic
communication service or to the protection of the rights or property of such provider, or to the
protection of users of that service from abuse of service or unlawful use of service. (2) To record the
fact that a wire or electronic communication was initiated or completed in order to protect such
provider, another provider furnishing service toward the completion of the wire communication, or a
user of that service, from fraudulent, unlawful, or abusive use of service, or with the consent of the
user of that service. C. Whoever intentionally violates Subsection A of this Section shall be fined not
more than five thousand dollars, or imprisoned not more than one year, or both.

14:322. Wire-tapping prohibited; penalty No person shall tap or attach any devices for the purpose
of listening in on wires, cables, or property owned and used by any person, for the transmission of
intelligence by magnetic telephone or telegraph, without the consent of the owner. Whoever violates
this Section shall be fined not less than ten dollars nor more than three hundred dollars, or imprisoned
for not more than three months. This Section shall not be construed to prevent officers of the law,
while in the actual discharge of their duties, from tapping in on wires or cables for the purpose of
obtaining information to detect crime.

Maine

15 M.R.S.A. 8 710. Offenses 1. Interception, oral communications prohibited. Any person, other
than an employee of a common carrier as defined in this chapter, a law enforcement officer or an
investigative officer as defined in this chapter, carrying out practices otherwise permitted by this
chapter, who intentionally or knowingly intercepts, attempts to intercept or procures any other person
to intercept or attempt to intercept, any wire or oral communication is guilty of a Class C crime. 2.
Editing of tape recordings in judicial proceedings prohibited. Any person who knowingly or
intentionally edits, alters or tampers with any tape, transcription or other sound recording, or knows of
such editing, altering or tampering, and presents that recording in any judicial proceeding or
proceeding under oath, without fully indicating the nature of the changes made and the original state
of the recording, is guilty of a Class C crime. 3. Disclosure, or use of wire or oral communications
prohibited. A person is guilty of a Class C crime if he: A. Intentionally or knowingly discloses or
attempts to disclose to any person the contents of any wire or oral communication, knowing that the
information was obtained through interception; or B. Intentionally or knowingly uses or attempts to
use the contents of any wire or oral communication, knowing that the information was obtained
through interception. 4. Duty to report. Any communications common carrier shall promptly report
to the Attorney General any facts coming to its attention in the conduct of its business which may
indicate a possible violation of this section and such carrier shall adopt reasonable rules to assure
compliance with this subsection, provided such carrier shall not be liable to any person who may claim
an injury arising out of any such report, if made in good faith. Any person violating this subsection
shall be subject to a civil penalty not to exceed $5,000, payable to the State, to be recovered in a civil
action. 5. Possession of interception devices prohibited. A person, other than an employee of a
common carrier as defined in this chapter, a law enforcement officer or an investigative officer as
defined in this chapter, carrying out practices otherwise permitted by this chapter, who has in his
possession any device, contrivance, machine or apparatus designed or commonly used for intercepting
wire or oral communications defined in this chapter, is guilty of a Class C crime. 6. Sale of
interception devices prohibited. A person who sells, exchanges, delivers, barters, gives or furnishes
or possesses with an intent to sell any device, contrivance, machine or apparatus designed or
commonly used for the interception of wire or oral communications as defined in this chapter is guilty
of a Class B crime. This subsection shall not include devices manufactured under written contract for
sale to common carriers, law enforcement agencies and the Department of Corrections, provided that
the production of any such device shall not have commenced prior to the signing of the contract by
both parties.

17-AM.R.S.A. § 511. Violation of privacy 1. A person is guilty of violation of privacy if, except in
the execution of a public duty or as authorized by law, that person intentionally: A. Commits a civil
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trespass on property with the intent to overhear or observe any person in a private place; B. Installs or
uses in a private place without the consent of the person or persons entitled to privacy in that place,
any device for observing, photographing, recording, amplifying or broadcasting sounds or events in
that place; C. Installs or uses outside a private place without the consent of the person or persons
entitled to privacy therein, any device for hearing, recording, amplifying or broadcasting sounds
originating in that place that would not ordinarily be audible or comprehensible outside that place; or
D. Engages in visual surveillance in a public place by means of mechanical or electronic equipment
with the intent to observe or photograph, or record, amplify or broadcast an image of any portion of
the body of another person present in that place when that portion of the body is in fact concealed
from public view under clothing and a reasonable person would expect it to be safe from surveillance.
1-A. It is a defense to a prosecution under subsection 1, paragraph D that the person subject to
surveillance had in fact attained 14 years of age and had consented to the visual surveillance. 2. As
used in this section, "private place" means a place where one may reasonably expect to be safe from
surveillance, including, but not limited to, changing or dressing rooms, bathrooms and similar places.
3. Violation of privacy is a Class D crime.

Maryland

10-402 CTS. & JUD. PROC. Intercepting, disclosing communications. (a) Unlawful acts. — Except
as otherwise specifically provided in this subtitle it is unlawful for any person to: (1) Willfully
intercept, endeavor to intercept, or procure any other person to intercept or endeavor to intercept, any
wire, oral, or electronic communication; (2) Willfully disclose, or endeavor to disclose, to any other
person the contents of any wire, oral, or electronic communication, knowing or having reason to know
that the information was obtained through the interception of a wire, oral, or electronic communication
in violation of this subtitle; or (3) Willfully use, or endeavor to use, the contents of any wire, oral, or
electronic communication, knowing or having reason to know that the information was obtained
through the interception of a wire, oral, or electronic communication in violation of this subtitle. (b)
Penalty. — Any person who violates subsection (a) of this section is guilty of a felony and is subject
to imprisonment for not more than 5 years or a fine of not more than $10,000, or both. (c) Lawful acts.
— (1) (i) It is lawful under this subtitle for an operator of a switchboard, or an officer, employee, or
agent of a provider of wire or electronic communication service, whose facilities are used in the
transmission of a wire or electronic communication to intercept, disclose, or use that communication
in the normal course of his employment while engaged in any activity which is a necessary incident to
the rendition of his service or to the protection of the rights or property of the provider of that service,
except that a provider of wire communications service to the public may not utilize service observing
or random monitoring except for mechanical or service quality control checks. (ii) 1. It is lawful under
this subtitle for a provider of wire or electronic communication service, its officers, employees, and
agents, landlords, custodians or other persons to provide information, facilities, or technical assistance
to persons authorized by federal or State law to intercept wire, oral, or electronic communications or
to conduct electronic surveillance, if the provider, its officers, employees, or agents, landlord,
custodian, or other specified person has been provided with a court order signed by the authorizing
judge directing the provision of information, facilities, or technical assistance. 2. The order shall set
forth the period of time during which the provision of the information, facilities, or technical
assistance is authorized and specify the information, facilities, or technical assistance required. A
provider of wire or electronic communication service, its officers, employees, or agents, or landlord,
custodian, or other specified person may not disclose the existence of any interception or surveillance
or the device used to accomplish the interception or surveillance with respect to which the person has
been furnished an order under this subparagraph, except as may otherwise be required by legal process
and then only after prior notification to the judge who granted the order, if appropriate, or the State's
Attorney of the county where the device was used. Any such disclosure shall render the person liable
for compensatory damages. No cause of action shall lie in any court against any provider of wire or
electronic communication service, its officers, employees, or agents, landlord, custodian, or other
specified person for providing information, facilities, or assistance in accordance with the terms of a
court order under this subtitle. (2) (i) This paragraph applies to an interception in which: 1. The
investigative or law enforcement officer or other person is a party to the communication; or 2. One of
the parties to the communication has given prior consent to the interception. (ii) It is lawful under this
subtitle for an investigative or law enforcement officer acting in a criminal investigation or any other
person acting at the prior direction and under the supervision of an investigative or law enforcement




officer to intercept a wire, oral, or electronic communication in order to provide evidence: 1. Of the
commission of: A. Murder; B. Kidnapping; C. Rape; D. A sexual offense in the first or second degree;
E. Child abuse in the first or second degree; F. Child pornography under § 11-207, § 11-208, or § 11-
208.1 of the Criminal Law Article; G. Gambling; H. Robbery under § 3-402 or § 3-403 of the
Criminal Law Article; I. A felony under Title 6, Subtitle 1 of the Criminal Law Acrticle; J. Bribery; K.
Extortion; L. Dealing in a controlled dangerous substance, including a violation of § 5-617 or § 5-619
of the Criminal Law Article; M. A fraudulent insurance act, as defined in Title 27, Subtitle 4 of the
Insurance Article; N. An offense relating to destructive devices under § 4-503 of the Criminal Law
Article; O. Sexual solicitation of a minor under 8§ 3-324 of the Criminal Law Article; P. An offense
relating to obstructing justice under § 9-302, § 9-303, or § 9-305 of the Criminal Law Article; Q.
Sexual abuse of a minor under 8§ 3-602 of the Criminal Law Avrticle; or R. A conspiracy or solicitation
to commit an offense listed in items A through Q of this item; or 2. If: A. A person has created a
barricade situation; and B. Probable cause exists for the investigative or law enforcement officer to
believe a hostage or hostages may be involved. (3) It is lawful under this subtitle for a person to
intercept a wire, oral, or electronic communication where the person is a party to the communication
and where all of the parties to the communication have given prior consent to the interception unless
the communication is intercepted for the purpose of committing any criminal or tortious act in
violation of the Constitution or laws of the United States or of this State. (4) (i) It is lawful under this
subtitle for a law enforcement officer in the course of the officer's regular duty to intercept an oral
communication if: 1. The law enforcement officer initially lawfully detained a vehicle during a
criminal investigation or for a traffic violation; 2. The law enforcement officer is a party to the oral
communication; 3. The law enforcement officer has been identified as a law enforcement officer to the
other parties to the oral communication prior to any interception; 4. The law enforcement officer
informs all other parties to the communication of the interception at the beginning of the
communication; and 5. The oral interception is being made as part of a video tape recording. (ii) If all
of the requirements of subparagraph (i) of this paragraph are met, an interception is lawful even if a
person becomes a party to the communication following: 1. The identification required under
subparagraph (i)3 of this paragraph; or 2. The informing of the parties required under subparagraph
()4 of this paragraph. (5) It is lawful under this subtitle for an officer, employee, or agent of a
governmental emergency communications center to intercept a wire, oral, or electronic
communication where the officer, agent, or employee is a party to a conversation concerning an
emergency. (6) (i) It is lawful under this subtitle for law enforcement personnel to utilize body wires
to intercept oral communications in the course of a criminal investigation if there is reasonable cause
to believe that a law enforcement officer's safety may be in jeopardy. (ii) Communications intercepted
under this paragraph may not be recorded, and may not be used against the defendant in a criminal
proceeding. (7) It is lawful under this subtitle for a person: (i) To intercept or access an electronic
communication made through an electronic communication system that is configured so that the
electronic communication is readily accessible to the general public; (ii) To intercept any radio
communication that is transmitted: 1. By any station for the use of the general public, or that relates to
ships, aircraft, vehicles, or persons in distress; 2. By any governmental, law enforcement, civil
defense, private land mobile, or public safety communications system, including police and fire,
readily accessible to the general public; 3. By a station operating on an authorized frequency within
the bands allocated to the amateur, citizens band, or general mobile radio services; or 4. By any
marine or aeronautical communications system; (iii) To intercept any wire or electronic
communication the transmission of which is causing harmful interference to any lawfully operating
station or consumer electronic equipment, to the extent necessary to identify the source of the
interference; or (iv) For other users of the same frequency to intercept any radio communication made
through a system that utilizes frequencies monitored by individuals engaged in the provision or the use
of the system, if the communication is not scrambled or encrypted. (8) It is lawful under this subtitle:
(i) To use a pen register or trap and trace device as defined under § 10-4B-01 of this title; or (ii) For a
provider of electronic communication service to record the fact that a wire or electronic
communication was initiated or completed in order to protect the provider, another provider furnishing
service toward the completion of the wire or electronic communication, or a user of that service, from
fraudulent, unlawful, or abusive use of the service. (9) It is lawful under this subtitle for a person to
intercept a wire or electronic communication in the course of a law enforcement investigation of
possible telephone solicitation theft if: (i) The person is an investigative or law enforcement officer or




is acting under the direction of an investigative or law enforcement officer; and (ii) The person is a
party to the communication and participates in the communication through the use of a telephone
instrument. (10) It is lawful under this subtitle for a person to intercept a wire, oral, or electronic
communication in the course of a law enforcement investigation in order to provide evidence of the
commission of vehicle theft if: (i) The person is an investigative or law enforcement officer or is
acting under the direction of an investigative or law enforcement officer; and (ii) The device through
which the interception is made has been placed within a vehicle by or at the direction of law
enforcement personnel under circumstances in which it is thought that vehicle theft may occur. (d)
Divulging contents of communications. — (1) Except as provided in paragraph (2) of this subsection, a
person or entity providing an electronic communication service to the public may not intentionally
divulge the contents of any communication (other than one to the person or entity providing the
service, or an agent of the person or entity) while in transmission on that service to any person or
entity other than an addressee or intended recipient of the communication or an agent of the addressee
or intended recipient. (2) A person or entity providing electronic communication service to the public
may divulge the contents of a communication: (i) As otherwise authorized by federal or State law; (ii)
To a person employed or authorized, or whose facilities are used, to forward the communication to its
destination; or (iii) That were inadvertently obtained by the service provider and that appear to pertain
to the commission of a crime, if the divulgence is made to a law enforcement agency. (e) Violations of
subsection (d). — (1) Except as provided in paragraph (2) of this subsection or in subsection (f) of this
section, a person who violates subsection (d) of this section is subject to a fine of not more than
$10,000 or imprisonment for not more than 5 years, or both. (2) If an offense is a first offense under
paragraph (1) of this subsection and is not for a tortious or illegal purpose or for purposes of direct or
indirect commercial advantage or private commercial gain, and the wire or electronic communication
with respect to which the offense occurred is a radio communication that is not scrambled or
encrypted, and: (i) The communication is not the radio portion of a cellular telephone communication,
a public land mobile radio service communication, or a paging service communication, the offender is
subject to a fine of not more than $1,000 or imprisonment for not more than 1 year, or both; or (ii) The
communication is the radio portion of a cellular telephone communication, a public land mobile radio
service communication, or a paging service communication, the offender is subject to a fine of not
more than $500. (3) Unless the conduct is for the purpose of direct or indirect commercial advantage
or private financial gain, conduct which would otherwise be an offense under this subsection is not an
offense under this subsection if the conduct consists of or relates to the interception of a satellite
transmission that is not encrypted or scrambled and that is transmitted: (i) To a broadcasting station
for purposes of retransmission to the general public; or (ii) As an audio subcarrier intended for
redistribution to facilities open to the public, but not including data transmissions or telephone calls.
(f) Violations of subtitle. — (1) A person who engages in conduct in violation of this subtitle is subject
to suit by the federal government or by the State in a court of competent jurisdiction, if the
communication is: (i) A private satellite video communication that is not scrambled or encrypted and
the conduct in violation of this subtitle is the private viewing of that communication, and is not for a
tortious or illegal purpose, or for purposes of direct or indirect commercial advantage, or private
commercial gain; or (ii) A radio communication that is transmitted on frequencies allocated under
Subpart D of Part 74 of the Rules of the Federal Communications Commission that is not scrambled or
encrypted and the conduct in violation of this subtitle is not for a tortious or illegal purpose or for
purpose of direct or indirect commercial advantage or private commercial gain. (2) (i) The State is
entitled to appropriate injunctive relief in an action under this subsection if the violation is the person's
first offense under subsection (e)(1) of this section and the person has not been found liable in a prior
civil action under § 10-410 of this subtitle. (ii) In an action under this subsection, if the violation is a
second or subsequent offense under subsection (e)(1) of this section or if the person has been found
liable in a prior civil action under § 10-410 of this subtitle, the person is subject to a mandatory civil
fine of not less than $500. (3) The court may use any means within its authority to enforce an
injunction issued under paragraph (2)(i) of this subsection, and shall impose a civil fine of not less
than $500 for each violation of an injunction issued under paragraph (2)(i) of this subsection.

10-4B-02 CTS. & JUD. PROC. Court order required to install or use pen register or trap and trace
device; exceptions. (a) Court order required. — Except as provided in subsection (b) of this section, a
person may not install or use a pen register or a trap and trace device without first obtaining a court




order under § 10-4B-04 of this subtitle. (b) Exceptions. — Subsection (a) of this section does not apply
to the use of a pen register or a trap and trace device by a provider of wire or electronic
communication service: (1) Relating to the operation, maintenance, and testing of a wire or electronic
service or to the protection of the rights or property of the provider, or to the protection of users of that
service from abuse of service or unlawful use of service; or (2) To record the fact that a wire or
electronic communication was initiated or completed in order to protect the provider, another provider
furnishing service toward the completion of the wire communication, or a user of that service, from
fraudulent, unlawful, or abusive use of service, or with the consent of the user of that service. (c)
Penalty. — A person who violates subsection (a) of this section, upon conviction, is subject to a fine
not exceeding $5,000 or imprisonment not exceeding 1 year, or both.
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272, 8 99. Interception of wire and oral communications. Interception of wire and oral
communications. —A. Preamble. The general court finds that organized crime exists within the
commonwealth and that the increasing activities of organized crime constitute a grave danger to the
public welfare and safety. Organized crime, as A exists in the commonwealth today, consists of a
continuing conspiracy among highly organized and disciplined groups to engage in supplying illegal
goods and services. In supplying these goods and services organized crime commits unlawful acts and
employs brutal and violent tactics. Organized crime is infiltrating legitimate business activities and
depriving honest businessmen of the right to make a living. The general court further finds that
because organized crime carries on its activities through layers of insulation and behind a wall of
secrecy, government has been unsuccessful in curtailing and eliminating it. Normal investigative
procedures are not effective in the investigation of illegal acts committed by organized crime.
Therefore, law enforcement officials must be permitted to use modern methods of electronic
surveillance, under strict judicial supervision, when investigating these organized criminal activities.
The general court further finds that the uncontrolled development and unrestricted use of modern
electronic surveillance devices pose grave dangers to the privacy of all citizens of the commonwealth.
Therefore, the secret use of such devices by private individuals must be prohibited. The use of such
devices by law enforcement officials must be conducted under strict judicial supervision and should be
limited to the investigation of organized crime. B. Definitions. As used in this section —1. The term
"wire communication™ means any communication made in whole or in part through the use of
facilities for the transmission of communications by the aid of wire, cable, or other like connection
between the point of origin and the point of reception. 2. The term "oral communication™ means
speech, except such speech as is transmitted over the public air waves by radio or other similar device.
3. The term "intercepting device" means any device or apparatus which is capable of transmitting,
receiving, amplifying, or recording a wire or oral communication other than a hearing aid or similar
device which is being used to correct subnormal hearing to normal and other than any telephone or
telegraph instrument, equipment, facility, or a component thereof (a) furnished to a subscriber or user
by a communications common carrier in the ordinary course of its business under its tariff and being
used by the subscriber or user in the ordinary course of its business; or (b) being used by a
communications common carrier in the ordinary course of its business. 4. The term "interception™
means to secretly hear, secretly record, or aid another to secretly hear or secretly record the contents of
any wire or oral communication through the use of any intercepting device by any person other than a
person given prior authority by all parties to such communication; provided that it shall not constitute
an interception for an investigative or law enforcement officer, as defined in this section, to record or
transmit a wire or oral communication if the officer is a party to such communication or has been
given prior authorization to record or transmit the communication by such a party and if recorded or
transmitted in the course of an investigation of a designated offense as defined herein. 5. The term
"contents”, when used with respect to any wire or oral communication, means any information
concerning the identity of the parties to such communication or the existence, contents, substance,
purport, or meaning of that communication. 6. The term "aggrieved person™ means any individual
who was a party to an intercepted wire or oral communication or who was named in the warrant
authorizing the interception, or who would otherwise have standing to complain that his personal or
property interest or privacy was invaded in the course of an interception. 7. The term "designated
offense" shall include the following offenses in connection with organized crime as defined in the
preamble: arson, assault and battery with a dangerous weapon, extortion, bribery, burglary,
embezzlement, forgery, gaming in violation of section seventeen of chapter two hundred and seventy-
one of the general laws, intimidation of a witness or juror, kidnapping, larceny, lending of money or




things of value in violation of the general laws, mayhem, murder, any offense involving the possession
or sale of a narcotic or harmful drug, perjury, prostitution, robbery, subornation of perjury, any
violation of this section, being an accessory to any of the foregoing offenses and conspiracy or attempt
or solicitation to commit any of the foregoing offenses. 8. The term "investigative or law enforcement
officer" means any officer of the United States, a state or a political subdivision of a state, who is
empowered by law to conduct investigations of, or to make arrests for, the designated offenses, and
any attorney authorized by law to participate in the prosecution of such offenses. 9. The term "Judge
of competent jurisdiction™ means any justice of the superior court of the commonwealth. 10. The term
"chief justice" means the chief justice of the superior court of the commonwealth. 11. The term
"issuing judge" means any justice of the superior court who shall issue a warrant as provided herein or
in the event of his disability or unavailability any other judge of competent jurisdiction designated by
the chief justice. 12. The term "communication common carrier' means any person engaged as a
common carrier in providing or operating wire communication facilities. 13. The term "person”
means any individual, partnership, association, joint stock company, trust, or corporation, whether or
not any of the foregoing is an officer, agent or employee of the United States, a state, or a political
subdivision of a state. 14. The terms "sworn" or "under oath" as they appear in this section shall mean
an oath or affirmation or a statement subscribed to under the pains and penalties of perjury. 15. The
terms "applicant attorney general" or "applicant district attorney" shall mean the attorney general of
the commonwealth or a district attorney of the Commonwealth who has made application for a
warrant pursuant to this section. 16. The term "exigent circumstances" shall mean the showing of
special facts to the issuing judge as to the nature of the investigation for which a warrant is sought
pursuant to this section which require secrecy in order to obtain the information desired from the
interception sought to be authorized. 17. The term "financial institution" shall mean a bank, as defined
in section 1 of chapter 167, and an investment bank, securities broker, securities dealer, investment
adviser, mutual fund, investment company or securities custodian as defined in section 1.165-12(c)(1)
of the United States Treasury regulations. 18. The term "“corporate and institutional trading partners"
shall mean financial institutions and general business entities and corporations which engage in the
business of cash and asset management, asset management directed to custody operations, securities
trading, and wholesale capital markets including foreign exchange, securities lending, and the
purchase, sale or exchange of securities, options, futures, swaps, derivatives, repurchase agreements
and other similar financial instruments with such financial institution. C. Offenses. 1. Interception,
oral communications prohibited. Except as otherwise specifically provided in this section any person
who: willfully commits an interception, attempts to commit an interception, or procures any other
person to commit an interception or to attempt to commit an interception of any wire or oral
communication shall be fined not more than ten thousand dollars, or imprisoned in the state prison for
not more than five years, or imprisoned in a jail or house of correction for not more than two and one
half years, or both so fined and given one such imprisonment. Proof of the installation of any
intercepting device by any person under circumstances evincing an intent to commit an interception,
which is not authorized or permitted by this section, shall be prima facie evidence of a violation of this
subparagraph. 2. Editing of tape recordings in judicial proceeding prohibited. Except as otherwise
specifically provided in this section any person who willfully edits, alters or tampers with any tape,
transcription or recording of oral or wire communications by any means, or attempts to edit alter or
tamper with any tape, transcription or recording of oral or wire communications by any means with
the intent to present in any judicial proceeding or proceeding under oath, or who presents such
recording or permits such recording to be presented in any judicial proceeding or proceeding under
oath, without fully indicating the nature of the changes made in the original state of the recording,
shall be fined not more than ten thousand dollars or imprisoned in the state prison for not more than
five years or imprisoned in a jail or house of correction for not more than two years or both so fined
and given one such imprisonment. 3. Disclosure or use of wire or oral communications prohibited.
Except as otherwise specifically provided in this section any person who: a. willfully discloses or
attempts to disclose to any person the contents of any wire or oral communication, knowing that the
information was obtained through interception; or b. willfully uses or attempts to use the contents of
any wire or oral communication, knowing that the information was obtained through interception,
shall be guilty of a misdemeanor punishable by imprisonment in a jail or a house of correction for not
more than two years or by a fine of not more than five thousand dollars or both. 4. Disclosure of
contents of applications, warrants, renewals, and returns prohibited. Except as otherwise specifically




provided in this section any person who: willfully discloses to any person, any information concerning
or contained in the application for, the granting or denial of orders for interception, renewals, notice or
return on an ex parte order granted pursuant to this section, or the contents of any document, tape, or
recording kept in accordance with paragraph N, shall be guilty of a misdemeanor punishable by
imprisonment in a jail or a house of correction for not more than two years or by a fine of not more
than five thousand dollars or both. 5. Possession of interception devices prohibited. A person who
possesses any intercepting device under circumstances evincing an intent to commit an interception
not permitted or authorized by this section, or a person who permits an intercepting device to be used
or employed for an interception not permitted or authorized by this section, or a person who possesses
an intercepting device knowing that the same is intended to be used to commit an interception not
permitted or authorized by this section, shall be guilty of a misdemeanor punishable by imprisonment
in a jail or house of correction for not more than two years or by a fine of not more than five thousand
dollars or both. The installation of any such intercepting device by such person or with his permission
or at his direction shall be prima facie evidence of possession as required by this subparagraph. 6. Any
person who permits or on behalf of any other person commits or attempts to commit, or any person
who participates in a conspiracy to commit or to attempt to commit, or any accessory to a person who
commits a violation of subparagraphs 1 through 5 of paragraph C of this section shall be punished in
the same manner as is provided for the respective offenses as described in subparagraphs 1 through 5
of paragraph C. D. Exemptions. 1. Permitted interception of wire or oral communications. It shall
not be a violation of this section — a. for an operator of a switchboard, or an officer, employee, or
agent of any communication common carrier, whose facilities are used in the transmission of a wire
communication, to intercept disclose, or use that communication in the normal course of his
employment while engaged in any activity which is a necessary incident to the rendition of service or
to the protection of the rights or property of the carrier of such communication, or which is necessary
to prevent the use of such facilities in violation of section fourteen A of chapter two hundred and
sixty-nine of the general laws; provided, that said communication common carriers shall not utilize
service observing or random monitoring except for mechanical or service quality control checks. b.
for persons to possess an office intercommunication system which is used in the ordinary course of
their business or to use such office intercommunication system in the ordinary course of their
business. c. for investigative and law enforcement officers of the United States of America to violate
the provisions of this section if acting pursuant to authority of the laws of the United States and within
the scope of their authority. d. for any person duly authorized to make specified interceptions by a
warrant issued pursuant to this section. e. for investigative or law enforcement officers to violate the
provisions of this section for the purposes of ensuring the safety of any law enforcement officer or
agent thereof who is acting in an undercover capacity, or as a witness for the commonwealth;
provided, however, that any such interception which is not otherwise permitted by this section shall be
deemed unlawful for purposes of paragraph P. f. for a financial institution to record telephone
communications with its corporate or institutional trading partners in the ordinary course of its
business; provided, however, that such financial institution shall establish and maintain a procedure to
provide semi-annual written notice to its corporate and institutional trading partners that telephone
communications over designated lines will be recorded. 2. Permitted disclosure and use of intercepted
wire or oral communications. a. Any investigative or law enforcement officer, who, by any means
authorized by this section, has obtained knowledge of the contents of any wire or oral communication,
or evidence derived there from, may disclose such contents or evidence in the proper performance of
his official duties. b. Any investigative or law enforcement officer, who, by any means authorized by
this section has obtained knowledge of the contents of any wire or oral communication, or evidence
derived there from, may use such contents or evidence In the proper performance of his official duties.
c. Any person who has obtained, by any means authorized by this section, knowledge of the contents
of any wire or oral communication, or evidence derived there from, may disclose such contents while
giving testimony under oath or affirmation in any criminal proceeding in any court of the United
States or of any state or in any federal or state grand jury proceeding. d. The contents of any wire or
oral communication intercepted pursuant to a warrant in accordance with the provisions of this
section, or evidence derived there from, may otherwise be disclosed only upon a showing of good
cause before a judge of competent jurisdiction. e. No otherwise privileged wire or oral communication
intercepted in accordance with, or in violation of, the provisions of this section shall lose its privileged
character. E. Warrants: when issuable: A warrant may issue only: 1. Upon a sworn application in




conformity with this section; and 2. Upon a showing by the applicant that there is probable cause to
believe that a designated offense has been, is being, or is about to be committed and that evidence of
the commission of such an offense may thus be obtained or that information which will aid in the
apprehension of a person who the applicant has probable cause to believe has committed, is
committing, or is about to commit a designated offense may thus be obtained; and 3. Upon a showing
by the applicant that normal investigative procedures have been tried and have failed or reasonably
appear unlikely to succeed if tried. F. Warrants: application. 1. Application. The attorney general,
any assistant attorney general specially designated by the attorney general, any district attorney, or any
assistant district attorney specially designated by the district attorney may apply ex parte to a judge of
competent jurisdiction for a warrant to intercept wire or oral communications. Each application ex
parte for a warrant must be in writing, subscribed and sworn to by the applicant authorized by this
subparagraph. 2. The application must contain the following: a. A statement of facts establishing
probable cause to believe that a particularly described designated offense has been, is being, or is
about to be committed;. And b. A statement of facts establishing probable cause to believe that oral or
wire communications of a particularly described person will constitute evidence of such designated
offense or will aid in the apprehension of a person who the applicant has probable cause to believe has
committed, is committing, or is about to commit a designated offense; and c. That the oral or wire
communications of the particularly described person or persons will occur in a particularly described
place and premises or over particularly described telephone or telegraph lines; and d. A particular
description of the nature of the oral or wire communications sought to be overheard; and e. A
statement that the oral or wire communications sought are material to a particularly described
investigation or prosecution and that such conversations are not legally privileged; and f. A statement
of the period of time for which the interception is required to be maintained. If practicable, the
application should designate hours of the day or night during which the oral or wire communications
may be reasonably expected to occur. If the nature of the investigation is such that the authorization
for the interception should not automatically terminate when the described oral or wire
communications have been first obtained, the application must specifically state facts establishing
probable cause to believe that additional oral or wire communications of the same nature will occur
thereafter; and g. If it is reasonably necessary to make a secret entry upon a private place and premises
in order to install an intercepting device to effectuate the interception, a statement to such effect; and
h. If a prior application has been submitted or a warrant previously obtained for interception of oral or
wire communications, a statement fully disclosing the date, court, applicant, execution, results, and
present status thereof and i. If there is good cause for requiring the postponement of service pursuant
to paragraph L, subparagraph 2, a description of such circumstances, including reasons for the
applicant's belief that secrecy is essential to obtaining the evidence or information sought. 3.
Allegations of fact in the application may be based either upon the personal knowledge of the
applicant or upon information and belief. If the applicant personally knows the facts alleged, it must
be so stated. If the facts establishing such probable cause are derived in whole or part from the
statements of persons other than the applicant, the sources of such information and belief must be
either disclosed or described; and the application must contain facts establishing the existence and
reliability of any informant and the reliability of the information supplied by him. The application
must also state, so far as possible, the basis of the informant's knowledge or belief if the applicant's
information and belief is derived from tangible evidence or recorded oral evidence, a copy or detailed
description thereof should be annexed to or included in the application. Affidavits of persons other
than the applicant may be submitted in conjunction with the application if they tend to support any fact
or conclusion alleged therein. Such accompanying affidavits may be based either on personal
knowledge of the affiant or information and belief with the source thereof and reason therefore,
specified. G. Warrants: application to whom made. Application for a warrant authorized by this
section must be made to a judge of competent jurisdiction in the county where the interception is to
occur, or the county where the office of the applicant is located, or in the event that there is no judge
of competent jurisdiction sitting in said county at such time, to a judge of competent jurisdiction
sitting in Suffolk County; except that for these purposes, the office of the attorney general shall be
deemed to be located in Suffolk County. H. Warrants: application how determined. 1. If the
application conforms to paragraph F, the issuing judge may examine under oath any person for the
purpose of determining whether probable cause exists for the issuance of the warrant pursuant to
paragraph E. A verbatim transcript of every such interrogation or examination must be taken, and a




transcription of the same, sworn to by the stenographer, shall be attached to the application and be
deemed a part thereof. 2. If satisfied that probable, cause exists for the issuance of a warrant the judge
may grant the application and issue a warrant in accordance with paragraph 1. The application and an
attested copy of the warrant shall be retained by the issuing judge and transported to the chief justice
of the superior court in accordance with the provisions of paragraph N of this section. 3. If the
application does not conform to paragraph F, or if the judge is not satisfied that probable cause has
been shown sufficient for the issuance of a warrant, the application must be denied. 1. Warrants: form
and content. A warrant must contain the following: 1. The subscription and title of the issuing judge;
and 2. The date of issuance, the date of effect, and termination date which in no event shall exceed
thirty days from the date of effect. The warrant shall permit interception of oral or wire
communications for a period not to exceed fifteen days. If physical installation of a device is
necessary, the thirty-day period shall begin upon the date of installation. If the effective period of the
warrant is to terminate upon the acquisition of particular evidence or information or oral or wire
communication, the warrant shall so provide; and 3. A particular description of the person and the
place, premises or telephone or telegraph line upon which the interception may be conducted; and 4. A
particular description of the nature of the oral or wire communications to be obtained by the
interception including a statement of the designated offense to which they relate; and 5. An express
authorization to make secret entry upon a private place or premises to install a specified intercepting
device, if such entry is necessary to execute the warrant; and 6. A statement providing for service of
the warrant pursuant to paragraph L except that if there has been a finding of good cause shown
requiring the postponement of such service, a statement of such finding together with the basis
therefore must be included and an alternative direction for deferred service pursuant to paragraph L,
subparagraph 2. J. Warrants: renewals. 1. Any time prior to the expiration of a warrant or a renewal
thereof the applicant may apply to the issuing judge for a renewal thereof with respect to the same
person, place, premises or telephone or telegraph line. An application for renewal must incorporate the
warrant sought to be renewed together with the application therefore and any accompanying papers
upon which it was issued. The application for renewal must set forth the results of the interceptions
thus far conducted. In addition, it must set forth present grounds for extension in conformity with
paragraph F, and the judge may interrogate under oath and in such an event a transcript must be
provided and attached to the renewal application in the same manner as is set forth in subparagraph 1
of paragraph H. 2. Upon such application, the judge may issue an order renewing the warrant and
extending the authorization for a period not exceeding fifteen (15) days from the entry thereof. Such
an order shall specify the grounds for the issuance thereof. The application and an attested copy of the
order shall be retained by the issuing judge to be transported to the chief justice in accordance with the
provisions of subparagraph N of this section. In no event shall a renewal be granted which shall
terminate later than two years following the effective date of the warrant. K. Warrants: manner and
time of execution. 1. A warrant may be executed pursuant to its terms anywhere in the commonwealth.
2. Such warrant may be executed by the authorized applicant personally or by any investigative or law
enforcement officer of the commonwealth designated by him for the purpose. 3. The warrant may be
executed according to its terms during the hours specified therein, and for the period therein
authorized, or a part thereof. The authorization shall terminate upon the acquisition of the oral or wire
communications, evidence or information described in the warrant. Upon termination of the
authorization in the warrant and any renewals thereof the interception must cease at once, and any
device installed for the purpose of the interception must be removed as soon thereafter as practicable.
Entry upon private premises for the removal of such device is deemed to be authorized by the warrant.
L. Warrants: service thereof. 1. Prior to the execution of a warrant authorized by this section or any
renewal thereof, an attested copy of the warrant or the renewal must, except as otherwise provided in
subparagraph 2 of this paragraph, be served upon a person whose oral or wire communications are to
be obtained, and if an intercepting device is to be installed, upon the owner, lessee, or occupant of the
place or premises, or upon the subscriber to the telephone or owner or lessee of the telegraph line
described in the warrant. 2. If the application specially alleges exigent circumstances requiring the
postponement of service and the issuing judge finds that such circumstances exist the warrant may
provide that an attested copy thereof may be served within thirty days after the expiration of the
warrant or, in case of any renewals thereof, within thirty days after the expiration of the last renewal;
except that upon a showing of important special facts which set forth the need for continued secrecy to
the satisfaction of the issuing judge, said judge may direct that the attested copy of the warrant be




served on such parties as are required by this section at such time as may be appropriate in the
circumstances but in no event may he order it to be served later than three (3) years from the time of
expiration of the warrant or the last renewal thereof. In the event that the service required herein is
postponed in accordance with this paragraph, in addition to the requirements of any other paragraph of
this section, service of an attested copy of the warrant shall be made upon any aggrieved person who
should reasonably be known to the person who executed or obtained the warrant as a result of the
information obtained from the interception authorized thereby. 3. The attested copy of the warrant
shall be served on persons required by this section by an investigative or law enforcement officer of
the commonwealth by leaving the same at his usual place of abode, or in hand, or if this is not possible
by mailing the same by certified or registered mail to his last known place of abode. A return of
service shall be made to the issuing judge, except, that if such service is postponed as provided in
subparagraph 2 of paragraph L, it shall be made to the chief justice. The return of service shall be
deemed a part of the return of the warrant and attached thereto. M. Warrant: return. Within seven days
.after termination of the warrant or the last renewal thereof, a return must be made thereon to the judge
issuing the warrant by the applicant therefore, containing the following: a. a statement of the nature
and location of the communications facilities, if any, and premise or place where the interceptions
were made; and b. the periods of time during which such interceptions were made; and c. the names of
the parties to the communications intercepted if known; and d. the original recording of the oral or
wire communications intercepted, if any; and e. a statement attested under the pains and penalties of
perjury by each person who heard oral or wire communications as a result of the interception
authorized by the warrant, which were not recorded, stating everything that was overheard to the best
of his recollection at the time of the execution of the statement. N. Custody and secrecy of papers and
recordings made pursuant to a warrant. 1. The contents of any wire or oral communication intercepted
pursuant to a warrant issued pursuant to this section shall, if possible, be recorded on tape or wire or
other similar device. Duplicate recordings may be made for use pursuant to subparagraphs 2 (a) and
(b) of paragraph D for investigations. Upon examination of the return and a determination that it
complies with this section, the issuing judge shall forthwith order that the application, all renewal
applications, warrant, all renewal orders and the return thereto be transmitted to the chief justice by
such persons as he shall designate. Their contents shall not be disclosed except as provided in this
section. The application, renewal applications, warrant, the renewal order and the return or any one of
them or any part of them may be transferred to any trial court, grand jury proceeding of any
jurisdiction by any law enforcement or investigative officer or court officer designated by the chief
justice and a trial justice may allow them to be disclosed in accordance with paragraph D,
subparagraph 2, or paragraph O or any other applicable provision of this section. The application, all
renewal applications, warrant, all renewal orders and the return shall be stored in a secure place which
shall be designated by the chief justice, to which access shall be denied to all persons except the chief
justice or such court officers or administrative personnel of the court as he shall designate. 2. Any
violation of the terms and conditions of any order of the chief justice, pursuant to the authority granted
in this paragraph, shall be punished as a criminal contempt of court in addition to any other
punishment authorized by law. 3. The application, warrant, renewal and return shall be kept for a
period of five (5) years from the date of the issuance of the warrant or the last renewal thereof at
which time they shall be destroyed by a person designated by the chief justice. Notice prior to the
destruction shall be given to the applicant attorney general or his successor or the applicant district
attorney or his successor and upon a showing of good cause to the chief justice, the application,
warrant, renewal, and return may be kept for such additional period as the chief justice shall determine
but in no event longer than the longest period of limitation for any designated offense specified in the
warrant, after which time they must be destroyed by a person designated by the chief justice. O.
Introduction of evidence.1. Notwithstanding any other provisions of this section or any order issued
pursuant thereto, in any criminal trial where the commonwealth intends to offer in evidence any
portions of the contents of any interception or any evidence derived therefrom the defendant shall be
served with a complete copy of each document and item which make up each application, renewal
application, warrant, renewal order, and return pursuant to which the information was obtained, except
that he shall be furnished a copy of any recording instead of the original. The service must be made at
the arraignment of the defendant or, if a period in excess of thirty (30) days shall elapse prior to the
commencement of the trial of the defendant, the service may be made at least thirty (30) days before
the commencement of the criminal trial. Service shall be made in hand upon the defendant or his




attorney by any investigative or law enforcement officer of the commonwealth. Return of the service
required by this subparagraph including the date of service shall be entered into the record of trial of
the defendant by the commonwealth and such return shall be deemed prima facie evidence of the
service described therein. Failure by the commonwealth to make such service at the arraignment, or if
delayed, at least thirty days before the commencement of the criminal trial, shall render such evidence
illegally obtained for purposes of the trial against the defendant; and such evidence shall not be
offered nor received at the trial notwithstanding the provisions of any other law or rules of court. 2. In
any criminal trial where the commonwealth intends to offer in evidence any portions of a recording or
transmission or any evidence derived there from, made pursuant to the exceptions set forth in
paragraph B, subparagraph 4, of this section, the defendant shall be served with a complete copy of
each recording or a statement under oath of the evidence overheard as a result of the transmission. The
service must be made at the arraignment of the defendant or if a period in excess of thirty days shall
elapse prior to the commencement of the trial of the defendant, the service may be made at least thirty
days before the commencement of the criminal trial. Service shall be made in hand upon the defendant
or his attorney by any investigative or law enforcement officer of the commonwealth. Return of the
service required by this subparagraph including the date of service shall be entered into the record of
trial of the defendant by the commonwealth and such return shall be deemed prima facie evidence of
the service described therein. Failure by the commonwealth to make such service at the arraignment,
or if delayed at least thirty days before the commencement of the criminal trial, shall render such
service illegally obtained for purposes of the trial against the defendant and such evidence shall not be
offered nor received at the trial notwithstanding the provisions of any other law or rules of court. P.
Suppression of evidence. Any person who is a defendant in a criminal trial in a court of the
commonwealth may move to suppress the contents of any intercepted wire or oral communication or
evidence derived there from, for the following reasons: 1. That the communication was unlawfully
intercepted. 2. That the communication was not intercepted in accordance with the terms of this
section. 3. That the application or renewal application fails to set forth facts sufficient to establish
probable cause for the issuance of a warrant. 4. That the interception was not made in conformity with
the warrant. 5. That the evidence sought to be introduced was illegally obtained. 6. That the warrant
does not conform to the provisions of this section. Q. Civil remedy. Any aggrieved person whose oral
or wire communications were intercepted, disclosed or used except as permitted or authorized by this
section or whose personal or property interests or privacy were violated by means of an interception
except as permitted or authorized by this section shall have a civil cause of action against any person
who so intercepts, discloses or uses such communications or who so violates his personal, property or
privacy interest, and shall be entitled to recover from any such person — 1. actual damages but not
less than liquidated damages computed at the rate of $100 per day for each day of violation or $1000,
whichever is higher; 2. punitive damages; and 3. a reasonable attorney's fee and other litigation
disbursements reasonably incurred. Good faith reliance on a warrant issued under this section shall
constitute a complete defense to an action brought under this paragraph. R. Annual report of
interceptions of the general court. On the second Friday of January, each year, the attorney general and
each district attorney shall submit a report to the general court stating (1) the number of applications
made for warrants during the previous year, (2) the name of the applicant, (3) the number of warrants
issued, (4) the effective period for the warrants, (5) the number and designation of the offenses for
which those applications were sought, and for each of the designated offenses the following: (a) the
number of renewals, (b) the number of interceptions made during the previous year, (€) the number of
indictments believed to be obtained as a result of those interceptions, (d) the number of criminal
convictions obtained in trials where interception evidence or evidence derived therefrom was
introduced. This report shall be a public document and be made available to the public at the offices of
the attorney general and district attorneys. In the event of failure to comply with the provisions of this
paragraph any person may compel compliance by means of an action of mandamus.

Michigan

750.539c Eavesdropping upon private conversation. Sec. 539¢. Any person who is present or who
is not present during a private conversation and who wilfully uses any device to eavesdrop upon the
conversation without the consent of all parties thereto, or who knowingly aids, employs or procures
another person to do the same in violation of this section, is guilty of a felony punishable by
imprisonment in a state prison for not more than 2 years or by a fine of not more than $2,000.00, or
both.




750.539¢ Use or divulgence of information unlawfully obtained. Sec. 539e. Any person who uses
or divulges any information which he knows or reasonably should know was obtained in violation of
sections 539b, 539c or 539d is guilty of a felony, punishable by imprisonment in a state prison not
more than 2 years, or by a fine of not more than $2,000.00.

Minnesota

626A.02 INTERCEPTION AND DISCLOSURE OF WIRE OR ORAL COMMUNICATIONS
PROHIBITED. Subdivision 1.0ffenses.Except as otherwise specifically provided in this chapter any
person who:(a) intentionally intercepts, endeavors to intercept, or procures any other person to
intercept or endeavor to intercept, any wire, electronic, or oral communication;(b) intentionally uses,
endeavors to use, or procures any other person to use or endeavor to use any electronic, mechanical, or
other device to intercept any oral communication when:(i) such device is affixed to, or otherwise
transmits a signal through, a wire, cable, or other like connection used in wire communication; or(ii)
such device transmits communications by radio, or interferes with the transmission of such
communication;(c) intentionally discloses, or endeavors to disclose, to any other person the contents
of any wire, electronic, or oral communication, knowing or having reason to know that the
information was obtained through the interception of a wire, electronic, or oral communication in
violation of this subdivision; or(d) intentionally uses, or endeavors to use, the contents of any wire,
electronic, or oral communication, knowing or having reason to know that the information was
obtained through the interception of a wire, electronic, or oral communication in violation of this
subdivision; shall be punished as provided in subdivision 4, or shall be subject to suit as provided in
subdivision 5.Subd. 2.Exemptions.(a) It is not unlawful under this chapter for an operator of a
switchboard, or an officer, employee, or agent of a provider of wire or electronic communication
service, whose facilities are used in the transmission of a wire communication, to intercept, disclose,
or use that communication in the normal course of employment while engaged in any activity which is
a necessary incident to the rendition of service or to the protection of the rights or property of the
provider of that service, except that a provider of wire communication service to the public shall not
utilize service observing or random monitoring except for mechanical or service quality control
checks.(b) It is not unlawful under this chapter for an officer, employee, or agent of the Federal
Communications Commission, in the normal course of employment and in discharge of the
monitoring responsibilities exercised by the commission in the enforcement of chapter 5 of title 47 of
the United States Code, to intercept a wire or electronic communication, or oral communication
transmitted by radio, or to disclose or use the information thereby obtained.(c) It is not unlawful under
this chapter for a person acting under color of law to intercept a wire, electronic, or oral
communication, where such person is a party to the communication or one of the parties to the
communication has given prior consent to such interception.(d) It is not unlawful under this chapter
for a person not acting under color of law to intercept a wire, electronic, or oral communication where
such person is a party to the communication or where one of the parties to the communication has
given prior consent to such interception unless such communication is intercepted for the purpose of
committing any criminal or tortious act in violation of the constitution or laws of the United States or
of any state.(e) It is not a violation of this chapter for a person:(1) to intercept or access an electronic
communication made through an electronic communication system that is configured so that the
electronic communication is readily accessible to the general public;(2) to intercept any radio
communication that is transmitted:(i) by a station for the use of the general public, or that relates to
ships, aircraft, vehicles, or persons in distress;(ii) by a governmental, law enforcement, civil defense,
private land mobile, or public safety communications system, including police and fire, readily
accessible to the general public;(iii) by a station operating on an authorized frequency within the bands
allocated to the amateur, citizens band, or general mobile radio services; or(iv) by a marine or
aeronautical communications system;(3) to engage in any conduct which:(i) is prohibited by section
553 of title 47 of the United States Code; or(ii) is excepted from the application of section 605(a) of
title 47 of the United States Code by section 605(b) of that title;(4) to intercept a wire or electronic
communication the transmission of which is causing harmful interference to any lawfully operating
station or consumer electronic equipment, to the extent necessary to identify the source of such
interference; or(5) for other users of the same frequency to intercept any radio communication made
through a system that utilizes frequencies monitored by individuals engaged in the provision or the use
of such system, if the communication is not scrambled or encrypted.(f) It is not unlawful under this
chapter:(1) to use a pen register or a trap and trace device as those terms are defined by section




626A.39; or (2) for a provider of electronic communication service to record the fact that a wire or
electronic communication was initiated or completed in order to protect the provider, another provider
furnishing service toward the completion of the wire or electronic communication, or a user of that
service, from fraudulent, unlawful, or abusive use of the service.(g) It is not unlawful under this
chapter for a person not acting under color of law to intercept the radio portion of a cordless telephone
communication that is transmitted between the cordless telephone handset and the base unit if the
initial interception of the communication was obtained inadvertently. Subd. 3.Disclosing
communications.(a) Except as provided in paragraph (b), a person or entity providing an electronic
communications service to the public must not intentionally divulge the contents of any
communication other than one to the person or entity, or an agent of the person or entity, while in
transmission on that service to a person or entity other than an addressee or intended recipient of the
communication or an agent of the addressee or intended recipient.(b) A person or entity providing
electronic communication service to the public may divulge the contents of a communication:(1) as
otherwise authorized in subdivision 2, paragraph (a), and section 626A.09; (2) with the lawful consent
of the originator or any addressee or intended recipient of the communication;(3) to a person
employed or authorized, or whose facilities are used, to forward the communication to its destination;
or(4) that were inadvertently obtained by the service provider in the normal course of business if there
is reason to believe that the communication pertains to the commission of a crime, if divulgence is
made to a law enforcement agency. Subd. 4.Penalties.(a) Except as provided in paragraph (b) or in
subdivision 5, whoever violates subdivision 1 shall be fined not more than $20,000 or imprisoned not
more than five years, or both.(b) If the offense is a first offense under paragraph (a) and is not for a
tortious or illegal purpose or for purposes of direct or indirect commercial advantage or private
commercial gain, and the wire or electronic communication with respect to which the offense under
paragraph (a) is a radio communication that is not scrambled or encrypted, then:(1) if the
communication is not the radio portion of a cellular telephone communication, a public land mobile
radio service communication, a cordless telephone communication transmitted between the cordless
telephone handset and the base unit, or a paging service communication, and the conduct is not that
described in subdivision 5, the offender shall be fined not more than $3,000 or imprisoned not more
than one year, or both; and(2) if the communication is the radio portion of a cellular telephone
communication, a public land mobile radio service communication, a cordless telephone
communication transmitted between the cordless telephone handset and the base unit, or a paging
service communication, the offender shall be fined not more than $500.(c) Conduct otherwise an
offense under this subdivision that consists of or relates to the interception of a satellite transmission
that is not encrypted or scrambled and that is transmitted:(1) to a broadcasting station for purposes of
retransmission to the general public; or(2) as an audio subcarrier intended for redistribution to
facilities open to the public, but not including data transmissions or telephone calls,is not an offense
under this subdivision unless the conduct is for the purposes of direct or indirect commercial
advantage or private financial gain. Subd. 5.Civil action.(a)(1) If the communication is:(i) a private
satellite video communication that is not scrambled or encrypted and the conduct in violation of this
chapter is the private viewing of that communication and is not for a tortious or illegal purpose or for
purposes of direct or indirect commercial advantage or private commercial gain; or(ii) a radio
communication that is transmitted on frequencies allocated under subpart D of part 74 of title 47 of the
Code of Federal Regulations and that is not scrambled or encrypted and the conduct in violation of this
chapter is not for a tortious or illegal purpose or for purposes of direct or indirect commercial
advantage or private commercial gain, then the person who engages in such conduct is subject to suit
by the county or city attorney in whose jurisdiction the violation occurs.(2) In an action under this
subdivision: (i) if the violation of this chapter is a first offense for the person under subdivision 4,
paragraph (a), and the person has not been found liable in a civil action under section 626A.13, the
city or county attorney is entitled to seek appropriate injunctive relief; and (ii) if the violation of this
chapter is a second or subsequent offense under subdivision 4, paragraph (a), or the person has been
found liable in a prior civil action under section 626A.13, the person is subject to a mandatory $500
civil fine. (b) The court may use any means within its authority to enforce an injunction issued under
paragraph (a), clause (2)(i), and shall impose a civil fine of not less than $500 for each violation of
such an injunction.

626A.03 MANUFACTURE, DISTRIBUTION, POSSESSION, AND ADVERTISING OF WIRE




OR ORALCOMMUNICATION INTERCEPTING DEVICESPROHIBITED. Subdivision
1.Acts; penalties. Except as otherwise specifically provided in this chapter, any person who
intentionally:(a) manufactures, assembles, possesses, or sells any electronic, mechanical, or other
device, knowing or having reason to know that the design of such device renders it primarily useful
for the purpose of the surreptitious interception of wire, electronic, or oral communications;(b) places
in any newspaper, magazine, handbill, or other publication any advertisement of:(i) any electronic,
mechanical, or other device knowing or having reason to know that the design of such device renders
it primarily useful for the purpose of the surreptitious interception of wire, electronic, or oral
communications; or(ii) any other electronic, mechanical, or other device, where such advertisement
promotes the use of such device for the purposes of the surreptitious interception of wire, electronic,
or oral communications, shall be fined not more than $20,000 or imprisoned not more than five years,
or both. Subd. 2.0ffenses. It is not unlawful under this section for:(a) a provider of wire or electronic
communications service or an officer, agent or employee of, or a person under contract with, a
provider, in the normal course of the business of providing that wire or electronic communications
service; or(b) an officer, agent, or employee of, or a person under contract with, the United States, a
state, or a political subdivision thereof, in the normal course of the activities of the United States, a
state, or a political subdivision thereof, to manufacture, assemble, possess, or sell any electronic,
mechanical, or other device knowing or having reason to know that the design of such device renders
it primarily useful for the purpose of the surreptitious interception of wire, electronic, or oral
communication.

626A.04 PROHIBITION OF USE AS EVIDENCE OF INTERCEPTED WIRE, ORAL, OR
ELECTRONIC COMMUNICATIONS. Whenever any wire, oral, or electronic communication has
been intercepted, no part of the contents of such communication and no evidence derived therefrom
may be received in evidence in any trial, hearing, or other proceeding in or before any court or grand
jury if the disclosure of that information would be in violation of this chapter.

626A.05 AUTHORIZATION FOR INTERCEPTION OF WIRE OR ORAL
COMMUNICATIONS.Subdivision 1.Application for warrant. The attorney general or a county
attorney of any county may make application as provided in section 626A.06, to a judge of the district
court, of the Court of Appeals, or of the Supreme Court for a warrant authorizing or approving the
interception of wire, electronic, or oral communications by investigative or law enforcement officers
having responsibility for the investigation of the offense as to which the application is made. No court
commissioner shall issue a warrant under this chapter. Subd. 2.0ffenses for which interception of wire
or oral communication may be authorized. A warrant authorizing interception of wire, electronic, or
oral communications by investigative or law enforcement officers may only be issued when the
interception may provide evidence of the commission of, or of an attempt or conspiracy to commit,
any of the following offenses:(1) a felony offense involving murder, manslaughter, assault in the first,
second, and third degrees, aggravated robbery, kidnapping, criminal sexual conduct in the first,
second, and third degrees, prostitution, bribery, perjury, escape from custody, theft, receiving stolen
property, embezzlement, burglary in the first, second, and third degrees, forgery, aggravated forgery,
check forgery, or financial transaction card fraud, as punishable under sections 609.185, 609.19,
609.195, 609.20, 609.221, 609.222, 609.223, 609.2231, 609.245, 609.25, 609.321 to 609.324,
609.342, 609.343, 609.344, 609.42, 609.48, 609.485, subdivision 4, paragraph (a), clause (1), 609.52,
609.53, 609.54, 609.582, 609.625, 609.63, 609.631, 609.821, and 609.825; (2) an offense relating to
gambling or controlled substances, as punishable under section 609.76 or chapter 152; or (3) an
offense relating to restraint of trade defined in section 325D.53, subdivision 1 or 2, as punishable
under section 325D.56, subdivision 2.

626A.06 PROCEDURE FOR INTERCEPTION OF WIRE OR ORAL COMMUNICATIONS.
Subdivision 1.Applications.Each application for a warrant authorizing or approving the interception
of a wire, electronic, or oral communication shall be made in writing upon oath or affirmation to a
judge of the district court, of the Court of Appeals, or of the Supreme Court and shall state the
applicant's authority to make such application. Each application shall include the following
information:(1) the identity of the investigative or law enforcement officer making the application, and
the officer authorizing the application;(2) a full and complete statement of the facts and circumstances
relied upon by the applicant, to justify the applicant's belief that an order should be issued, including
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(i) details as to the particular offense that has been, is being, or is about to be committed, (ii) except as
provided in subdivision 11, a particular description of the nature and location of the facilities from
which or the place where the communication is to be intercepted, (iii) a particular description of the
type of communications sought to be intercepted, (iv) the identity of the person, if known, committing
the offense and whose communications are to be intercepted;(3) a full and complete statement as to
whether or not other investigative procedures have been tried and failed or why they reasonably
appear to be unlikely to succeed if tried or to be too dangerous;(4) a statement of the period of time for
which the interception is required to be maintained. If the nature of the investigation is such that the
authorization for interception should not automatically terminate when the described type of
communication has been first obtained, a particular description of facts establishing probable cause to
believe that additional communications of the same type will occur thereafter;(5) a full and complete
statement of the facts concerning all previous applications known to the individual authorizing and
making the application, made to any judge for authorization to intercept, or for approval of
interceptions of, wire, electronic, or oral communications involving any of the same persons, facilities,
or places specified in the application, and the action taken by the judge on each such application;(6)
where statements in the application are solely upon the information or belief of the applicant, the
grounds for the belief must be given; and(7) the names of persons submitting affidavits in support of
the application. Subd. 2.Additional showing of probable cause. The court to whom any such
application is made, before issuing any warrant thereon, may examine on oath the person seeking the
warrant and any witnesses the person may produce, and must take the person's affidavit or other
affidavits in writing, and cause them to be subscribed by the party or parties making the same. The
court may also require the applicant to furnish additional documentary evidence or additional oral
testimony to satisfy itself of the existence of probable cause for issuance of the warrant. Subd.
3.Finding of probable cause by judge. Upon such application the judge may enter an ex parte order,
as requested or as modified, authorizing or approving interception of wire, electronic, or oral
communications within the territorial jurisdiction of the court in which the judge is sitting, if the judge
determines on the basis of the facts submitted by the applicant that:(1) there is probable cause for
belief that an individual is committing, has committed, or is about to commit a particular offense
enumerated in section 626A.05, subdivision 2; (2) there is probable cause for belief that particular
communications concerning that offense will be obtained through such interception;(3) normal
investigative procedures have been tried and have failed or reasonably appear to be unlikely to
succeed if tried or to be too dangerous;(4) except as provided in subdivision 11, there is probable
cause for belief that the facilities fr